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So, what is needed for ‘Tactical Communications’

! Common Operational Understanding (Doctrine)
_ AR\waro Ho
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Need to Communicate (Doctrine)

Technical connectivity (Waveform, Frequency ...)
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Introduction to Standardisation in NATO:

Hello )
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Introduction to Standardisation in NATO:

The Standardisation in NATO is Standardised

Allied Administrative Publication 3 (AAP-3)

| [ 03]
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It defines the PROCESS - the HOW to develop NATO Standards

The Standards themselves are developed by Subject Matter Experts
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https://nso.nato.int/nso/

Introduction to Standardisation in NATO:

Allied Procedural Publication 15 (APP-15)

Defining the Information Exchange Requirements
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Operational Standards - the “how to fight” (what to do when)

Technical Standards - the “with what to fight”

Operational and Technical Standards must be clearly separated
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The “Operational Requirements Cycle”:

Where do the Operational Requirements come from?
THE OPERATOR!

|
AR\NATO HO Who is the Operator?
- \C@Stasf THE SOLDIER IN THE FIELD !

Who validates/authorises Requirements
TASKING AUTHORITIES (Nations / NATO Governing Working Groups)

Where are the Requirements manifested
DOCTRINAL OPERATIONAL DOCUMENTATION (Nations in WGs)
(Allied Joint Publications (AJPs), Allied Tactical Publicaitons (ATPs),
Tactics, Techniques and Procedures (TTPs), dedicated SOPs)

Who satisfies the Operational Requirement
INDUSTRY (Nations)
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Many ways to exchange information (at the Tactical Level)

- Speech (Listening distance)
- Paper wrapped around a stone (throwing distance)

- Smoke signals (Line of Sight)

Pigeon (over the horizon/Beyond Line of Sight)

- Telephone (over the horizon — real time)

- Dedicated communications transmission systems for Messages
VHF, UHF, HF, SHF, VLF, SatCom

- Tactical Data Links (quite a few of them)

- Video Links

- Technical Links, etc, etc.
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Communications Systems
What is needed where ... and if, why ...
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Communications Systems

Dependencies:

Hierarchical Structure
- Who needs which information when and why
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Distance
- Which type of transmission can/must be used

Amount
- Which capacity is required (an issue that
needs to understood in the end-to-end view!!)

Time
- When and how often is the information required

NECESSITY!!l DOCTRINE!!!

30 MAY 18

(What — Where - Wither — When)



AR TACTICAL COMMUNICATIONS FORUM Eay

| Operational Requirements / Information Exchange / Communications Systems

NATO

REQUIREMENT!

Available SPACE

_ﬁlh_wmg
NGsar TECHNOLOGY
POWER

BUDGET

WEIGHT
BANDWIDTH

30 MAY 18

(and many more ...1N)



Challenges Maintaining Information Superiority

Questions

|
_ AR waro o
LG Staff
|

Cdr (DEU NA) Andreas Kernchen
Data Link Support Staff

NHQC3S

NATO HQ

Boulevard Leopold Il

B-1110 Brussels

kernchen.andreas@hg.nato.int
0032-2-707-5433

30 MAY 18

Two more Slides ©


mailto:kernchen.andreas@hq.nato.int

Challenges Maintaining Information Superiority

The C3B & Its Substructure Beti:! '

NATO Mformation l:J DeciderLayer

-_ NATO PKI Wil ProviderLayer

[ Management Authority

| — 1
CaP 3 ‘ (Inf lwi :
{Civil/Military Spectrum) S )
World

Radiocommunication Cyber Defence

Conference 2019 CaT - CaTr
Spectrum Analysis Cryptographic

CaT — Services
L CaT
Spectrum Tools
Security Products

Configuration Control

CaT Evaluation and

|
_ ARwaro Ho
LG Staff
|

T CaT
UHF Reorganisation

Cat

30 MAY 18



2214 NATO Tactical Data link Symposium 2019
01 - 04 April 2019 — Calpe, Spain

& Logln-NHQC3S CMS % / &9 NC3INFO x (2] - X

<« & |

Anonymous
Sign In

C | & Sicher

https://nhgc3s.hg.nato.int/D

NATO HQ Consultation, Command & Control Staff

C3B g CaP1 CaP2 | CaP3 |l CaP4 [l Others

/ \ .
LT %@
\‘;—/‘ Information MNATO Tactical Data Link Symposium

i = Travellers Info The NATO Tactical DataLink Symposium (NTDLS) is an international forum open to NATO and Interoperability Platform
= Disclaimer Partner Nations.

= Its aim is to provide participants, military and civilian personnel an opportumty to exchange experiences, |ntr0duce national
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. and increase the of interoperability of TDLs.
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Dear NTDLS Member,

the 21st Mato Tactical Data Link Symposium (NTDLS) in 2018 has been authorised to take place at the Conference Centre,
Diamante Beach Hotel, Calpe Spain 19-22 March 2018,

We are again locking forward to |ntereshng and enlightening presentations, dlscussmns, wor‘kshups and live demonstrations -
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