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Purpose of presentation is to discuss:

A model based approach
to structure operational
requirements

* Your thoughts and
experience related to this.
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Operational Based Enterprice Architecture for
Requirements for Tactical Communications

Content:

* Definitions of Interoperability
* 10 CONOPS Model

* Multi TDL Model

* Conclusions

* Challenges
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Definitions Interoperability

* Interoperability (NATO 2010):

The ability to act together coherently, effectively and
efficiently to achieve Allied tactical, operational and
strategic objectives.

* Military Interoperability (NATO 2010)

The ability of military forces to train, exercise and operate
effectively together in the execution of assigned missions
and tasks.
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Working Together

Coalition Interoperability

AI_I—L
| [ & |
Strategic Operational Systems/Units/Forces
prerequisites collaboration Interoperability
<] <] :
Trai I d
rain an Establish
Ability exercise Operate 7 [ Operate Interact Stablls
: coherently| |Effectively| i common
TBD effectively efficiently derstandi
together together together, naerstanain

Requires:
e QOur systems support this
* Understanding of Operational Context
e Derivation of Requirements within this context

e Ability to handle Requirements and steering information in a structured manner
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2 Projects

* Model based Version of Swedish
Armed Forces Joint Policy Document
for Interoperability Enabling Systems
2016-2025 document suite.

(‘10 CONOPS”)

e Swedish Joint Multi Tactical Data
Link Architecture (MTDLA)




SweAF Joint Policy Document for Interoperability Enabling

Systems 2016-2025 i

Systems Policy Document

Strategic description of the operational
usage of interoperability enabling C2 and |
information SyStemS' TI!)I. IFIF SecureIVoice SecurleText Common Inlfrastructure

CONOPS CONOPS CONOPS CONOPS CONOPS
| I [ I |

* |nter-related set of 30 documents

e complex — I
* Different Authors gl || Wit

« Structure & coherence? = m
» Difficult to maintain —t—

e time consuming updates i o
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‘10 CONOPS’ Architecture — Top Level Navigation

‘mirrors’ the structure of the document suite
* To support a revision of the Swedish

rere_ Swedish Armed Forces Interoperability Enabling Systems Model on Armed Forces Joint Policy for

o = Interoperability Enabling Systems
document set ensuring coherence
and consistency across the
document set

Interoperability Swedish Armed Forces Mission
erarchy vs Platform Mappif

lapping

* To support the production of
coherent updates to the Sw 10
documentation using a model based
output

* To communicate the information in a
coherent, searchable and intuitive
format
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‘CONOPS’ Architecture

Swedish Armed Forces Interoperability Enabling Systems
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*  Web Published Model
* relational database, searchable
* coherence ‘built in’ - ‘single source of truth’

 Can be used within FMV System Management as a
coherent requirements database from the Swedish
Armed Forces regarding interoperability.

* Updating the model and extract the documentation

* Everyone updating the same thing - One ‘source
of truth’

e Shorter review cycle

“Taming Complexity”
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The perspectives of interoperability

“The ability to act together coherently, effectively and efficiently
to achieve allied tactical, operational and strategic objectives.”
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TDL Employment

* The employment of multiple TDLs within an operational scenario

provides a complex range of overlapping and mutually dependent
communication paths to ensure data exchange requirements are
met.

* The full operational impact of any changes to the availability of a

particular TDL capability are often hard to determine due to this
complexity.

This needs to be investigated



Questions to Address

In particular, we have the following questions:

 What are the IERs in some plausible scenarios?

 How well does the current 10 enabler deployment meet the
operational scenario IERs?

 How do Platform/System outages impact the ability to exchange
information?

 What possible solutions are available to overcome given
Platform/System outages?
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Multi Tactical Data Link Architecture (MTDLA)

Purpose:

* To support the development of Air-Maritime Cooperative Multi-TDL deployment
to meet the operational mission

 To feed back to the SweAF ‘10 CONOPS’ doc set

FMV developed a model to complement the first model

* more operational descriptions and capture of the information exchange
requirements in an multi TDL environment

* Combined scenario of ASW, ASuW and AD.
* The approach has been both Top-Down and Bottom-Up.
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Operational Context

Scenario Description
* Define Mission Threads,

Vignettes and Events
* Detailed, focussed

4 DERs map to Events and IERs

IERs map to Events

Logical Mission Models

el = N * Define IERs

M * Include criticality, security

' classification and timeliness
attributes

* Solution Independent

* Broader perspective

* Reusable

Top-Down: DER Development
* Platform to Platform DERs
* Mapped to logical IERs

* Include Range attribute

Port connectors map to DERs

Bottom-Up: Platform TDL Fits

* Ports and Protocols

* Forwarding / Retransmitting
platforms

Model Analysis

L Analysis queries entire model

Yy

Each DER now has:

Operational justification

* with criticality, security classification and timeliness
attributes from logical IER
* Mapping to MT Events
Range attribute (dependent on solution chosen)
Possible TDL realisations based on Platform Fits
* Including retransmitting platforms




TDL Implementation Summary

Swedish Assets |16 JREAP |22

Alrbase

39 Gripen
JDLOC
B
NSC

SiniC

orvette
Friendly Assets
Friendly CRC

OV-1a High Level Operational Concept Graphic

L8000

Multi-Tactical Data Link Architecture

Swedish/Friendly Nation Maritime Task Force Scenario Overview

CRC (Friendly) -

.

Support Vessel . .'___,..--"'" - ™
(CTG) % - 1) et -

FAC (Friendly)

Visby Corveitte
(CTU)
|

HKP14 ASW

m’_—_"_
Givie Corvette

.;
e a———

MCMV (Friendly)

(Indicative connections, not all TDLcombinations have bee

s the concept of employment for multipfe data links within the Sw
n/Fﬂpnrm' Nation Maritime Task Force (TF) deployed fo undertake w, il Ifl. m !hv B

UNCLASSIFIED

o a typical scenario co
a due fo increased readin

Status: Version 1.0/ Jun"17

Combined
Swedish/friendly
nation maritime Task
Force

Deployed to
undertake surface and
sub-surface maritime
surveillance in the
Baltic Sea.

* ASWTG
e ASUW TG
* ADTG



ASuW Mission Thread 2, Vignette 3 'Surface tracks detected'

Swedish Baitie

©OV-1a High Level Operational Concepl Graphic
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\ ASuW Mission Thread 2, Vignette 3 'Surface tracks detected'

OV-1a High Level Operational Concep! Graphic

UNCLASSIFIED

Other Friendly Nation

A: ASuW TG are performing surface
surveillance in AOR

B: Gripen 2-ship AAR prior to recce
mission.

C: ASC890 conducting surface
surveillence

D: StriC disseminate air picture.

Vignett events:

1: ASC890 detects unknown surf. tracks.
2a: ASC890 reports surface tracks to a

| ASUW Cmd via L16

" 2b: ASUW Cmd forwards updated

surface picture for all units.

3a: Visby Corvette detects ESM LOB and
3b: reports to a AsuW Cmd.

4a: Gripen #1 detects the ESM LOB and
4b: reports via Voice to a ASuwW Cmd
5a: Visby corvette Cmd associates
unknown tracks with the ESM LOBs and
5b: updates surface picture for all units.

Status: Version 1.0/ Jun 17 I




Logical Requirements

MT2 (ASuW) Scenario Node Connectivity
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Top-Down: Developing DERs

DEM (RC248) - Initiate Vector Control

ook

AV AV Homs
CRC Data Exchianoe Reauirement JAS39 Gripen Aircraft
1DF Level 1 IOF Level 2 Range
Weapons Control B
) Dwect Flight Control () Infmate Vector Control B80S
Used in Scenarios Associated Events Used in SV-1 Diagrams
- MT2 (ASuW) MTZWV2E1b Geipen 2-ship ransd 10 AAR tanker under GC! [MT2 (ASuW) Resource Inferactions
MIZVAER Gripen 2-ship commence recce mission 3o under MT2 (ASuW) Resource Interactions
- bl o At T2 (ASUW) Resource Interaction:
MI2V4ED Gripen 2-5hip RTB under GCI g":r ’A e 'REW“ hai ‘e xl'° 5
= MT2 (ASuW) Resource Interactions
Gripen 2-Ship SUTTO and transtt under GC
MIZVSIETD 3pan3-S0. e 'ASCB90 goes wis'
LITNE T Gripens SUTTO and ransdt under GC:
Operational (Logical) Req
Logical Info Exchange Requirements
1EM Information Element Critcaity Timelness Classticason Source Node Target Node Source Actiity
i) EM (NLDT9) - Air i) Alr Traffic Directon High @ Real Time RESTRICTED ) Adrcrat Control ) A Platiorm 1] Controt Arcran
Traflc Diection
Communications Realisalion
Direct Communications Path Re.Transmal Communications Path
Protocol Range  SV-20 Models Re-Transmifting Platform  Protocol Range SV.2b Models
Weapons Control
# MIDS Link 16 Los [ CRC <> JASIS Grigen System Port b [ ASC890 Akcralt § WOS Link 16 BLOS [ CRC <-> JASI9 Gripen (via ASCBS0) System Port
Connectivity ¢ Connectrvy
] JAS39 Gripen <> CRC System Port

Connectivity

0] 44539 Gripen <> CRG (via ASC890) System Port
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Bottom-Up: Platform TDL fits

* The ‘bottom-up’ modelling involved describing the communications
systems actually fitted to each platform

* A set of Port Connectivity Models (SV-2b) were developed each

showing the methods available for a pair of platformsto = = < <~
communicate | Comms — =
* Based on the ‘10 CONOPS’ model -

* Where applicable, re-transmitting platforms
were also modelled, showing the ‘hops’ that are required to
fulfil a DER
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Analysis

e Describes the operational requirement for S ~a.. =
information exchange based on the scenarioand MT ____ . |

* Extends this into the physical/system domain to
provide a set of DERs between platforms

e Considers how these requirements are met in terms
of the possible physical data paths that exist given
the stated TDL configurations

* It is therefore possible to identify the relationship from ﬁ comms
the solution level back up through DERs to Logical IERs, &=~ Solutions/Paths ==
all in context of the MT and scenario o =

2Dy
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What If #1: Unavailability of ASC890 Link 16 Relay

'What-if?' Analysis Dashboard 1 - 'ASC890 goes u/s’

This dashboard presents the effect of the unavailability of the ASC880 platform in the context of the logical/operational and physical system viewpoints, in the three Mission Types (MTs). The
views indicate the effect of losing the operational capabilities provided by the platform itself, however the main focus of the analysis is on the impact of losing the ASC890 could have on the

in the

The OV-2 diagrams show which Nodes and
Needlines (IERs) are affected by the ASC890
no longer being part of the scenario

The Operational Information Exchange
Requirements from the OV-2 diagrams that
are potentially affected by the unavailability of
the ASC890

The Platform Data Exchange Requirements
from the SV diagrams that are potentially
affected by the unavailability of the ASC890

The SV-1 diagrams show which Resource
Interactions between other platforms are
affected by the ASC890 no longer being part
of the scenario

The Events in the Mission Type are described,

and the Data Exchange Requirements that are

affected by the loss of the ASC890 are plotted
it the B St flected

L

T V-2b diagrams show which Port
Connections between other platforms are
affected by the ASC890 no longer being part of
the scenario

NV-1 Navigation View

MT1 (ASW) NIT2 (ASUW)

EICRC <-> FAC (Friendly) (via ASC890 & Visby Corvette) System Port Connectivity
EICRC <-> Gavle Corvette (via ASC890) System Port Connectivity

EICRC <-> JAS39 Gripen (via ASC890) System Port Connectivity

EICRC <-> MCMV (Friendly) (via ASC890 & Visby Corvette) System Port Connectivity
EICRC <-> Support Vessel (CTG) (via ASC890) System Port Connectivity

RC <-> Visby Corvette (CTU) (via ASC890) System Port Connectivity

UNCLASSIFIED

MT3 (DCA - AAW)

The results of the
analysis can be found
in the MTDLA Report at
section 4.1.1

jon 1.0/ Jun 17




Conclusion MTDLA

* The MTDLA support analysis of the operational impact of any changes to
the availability of a particular TDL capability.

* The MTDLA describes the Multi TDL deployment for a given set of MTs
within a Joint Air/Maritime Operation within the Baltic Region.

* It can be used to conduct analysis of changes to a typical Multi TDL

deployment and provides a methodology to conduct analysis on a
variety of ‘What-Ifs’.

* This approach can support a ‘golden thread’ from operational
requirements right down to issues identified at the bit level of TDL
communications.
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Conclusions Model Based Approach to
Operational Analysis (1/2)

e (Can be used to validate documents on its content in order to ensure
that it really holds together.

 Document updates will be more effective if updating the model and
from that create already coherent documents.

* Gives an opportunity to theoretically test different solutions and see
which will satisfy the operational needs in the best way.

25 iy
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Conclusions Model Based Approach to
Operational Analysis (2/2)

e Can be used to identify communication gaps, informing platform
communication requirement specifications, and supporting ‘What-if’
analyses.

* Understanding the operational impact of system / platform issues
provides the opportunity to develop operational ‘work-around’ or
inform future procurement decisions.

e Can be used as a coherent requirements database from the Swedish
Armed Forces regarding interoperability.

“The Golden Thread”

26 iy
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Challenges and discussion

* How do we get the right people in the modelling workshops?
* How can we make better use of the models we have?
* What is the right level of detail?

* What should we not model?

* Share requirements not only solutions?
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