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Consulting Int rOd UCtiOﬂ

The aim of this brief is to:

e Set the context for the challenge in terms of the acceptance of TDL
solutions (focussed on host processing of tactical data)

m Big focus on requirements to underpin this

e ldentify how TDL Verification & Validation works in outline terms and the
need for Evaluation as a means to maximise TDL Interoperability
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Consulting Ba C kg roun d
Platform Tactical Data Link (TDL) solutions are often
e Not based on operational requirements | Toctical Werfare Operator HMI

e Not fully interoperable

| echvialvsersw |
| NetwrkMansgementOperstorWMi |
This is because: | eemDmsbae

e Integration of TDLs - \' u
m Into a platform is complex \ ‘
m |s often led by industry (MOTS system or TDL processor) - \\'// -
m Can be constrained by legacy platform architecture L A
m Is often made from one system’s perspective _
e TDL Standards

m Are naturally complex, covering all military tactical functions
m Have been historically ambiguous
m Are living and (by committee action) are evolving documents
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Combine those factors with different platform types that are
developed

THALES
. . . ELOEIN L : +DLCPs
e Unsynchronised in time ZL!! ;l 001 —
m Against different standard baselines = = = A _
. . . . +DLCPs g fi’-’F’E ;g +DLCPs
e By different suppliers in different Eary NRS SMART RS
nations Circa 2011

m Different interpretation

ﬂ
e With Implementations data captured k? E

in different forms -

Supplier Spec
Circa 1998

@%ﬁﬁgﬁtf;‘ iSMART PRS

= Circa 2005
@ AIRBUS LOCKHEED MARTIN
DEFENCE & SPACE

This results in 10 problems which need to be effectively managed

+DLCPs

+DLCPs
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Levels of Interoperability
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ey TDL Requirements

TDLs are information exchange enablers, hence the first questions
for a new platform TDL implementation should be:

@ What can my platform contribute to the network?
@ What can my platform benefit from the network?

Appendix A (Imp Reqs) in TDL standards provides “functional
templates”, however, they

@ Contain options, and,

@ Assume that each platform fits neatly into one or more of the role-based
“functional templates”

m This means there is a need to capture Information Exchange Requirements (IERs)
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What are my platform IERs?

Can | report IIU

Is there a need for

PPLIs for my || Message Basic Host Plat SA Int/Strike Message Basic Host Plat SA Int/Strike intra-flight MA Tx?
cooperators?
12.0 —— #/R J12.0 #
12.2 T/R J12.1 X/#
12.3 X/R J12.3 #/#
12.4 X/ 112.4 T/R
Subsurface PPLIs 12.5 X/R J12.5 X/R
likely to be of P26 X/H# J12.6 T/R Does any asset Tx
- 13.0 X/R X/R J12.7 H# this and how can |
interest to a fast 131 X/R 1130 X/ b orofit?
jet 13.2 X/R X/R 113.2 T/- R |
3.3 X/R X/R J13.3 -JH#
3.5 X/R X/R J13.5 -/R -J#
3.7 X/# J14.0 -J#
// .
Questionable ﬁ'g X/R xR ijﬁ EZ'S ym X/R Is Tx of imagery
' ' data needed in
need to process -J# #/R J16.1 #/# .
Pairings? s X/# 116.2 R suppor.t o.f a strike
J10.2 X/R X/R 117.0 #/# mission?
J10.6 [ e—— 128.2(0) H#/#
J129.1 #/#
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Consulting

Prior to any TDL development work, it is good practice to capture IERs
e Allows capture of high-level, operationally-driven view of info exchange needs

m Rather than discussing details at the standards level with operators

® |[ERs are needed to guide detailed TDL requirements development
m Lots of choices available in the standards (Imp Regs; C2/NC2/Hybrid; Etc)

® An IER is the requirement to exchange
(Transmit (T) and/or Receive (R))
information (the "INFORMATION
DEFINITION® or “IDF”) between a
SUBJECT SYSTEM and one or more
OBJECT SYSTEMS

B A needline can be drawn between asset

types for
which information exchange is required

m Each needline can carry one or more IDFs
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|| How to Read IER Matrix Carrier International Maritime Submarine Marine

Back to Indax MPA Helicopter Troops

IER Matrix - Subject System: >

Group IDF Lvl 11DF Lvl 2 IDF Tx Bx Tx Rx Tx Rx Tx Bx Tx Rz Tx Rz Tx Rz Tx Rz
System
SITUATION AWARENESS - T
TRACKS
Obje
SITUATION AWARENESS - A T T
GEDGRAFHIC ENTITIES
ELECTRONIC WARFARE - _
PARAMETRIC DATA
BALLISTIC MISSILE
DEFENCE
Group ange
ANTI SUBMARINE WARFARE Information ReQ EME nn .
Definition (IDF)
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- International Maritime
ix - i = H Read IER M | i i
IER Matrix - Su h] ect System: Back to Index ow to Rea atrix Carrier MPA Helicopter Submarine

Group IDF Lvl 2 IDF Tx Bx Tx Bx Tz Bx Tx Bx Tx Rx Tx Bx Tx [211] Tx Rx

d Orce Rir Asse R R R
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) International Maritime ) Marine
Carrier Submarine

ix - i : H Read IER Matri
IER Matrix - Subject System: Back to Index | DL SR MPA Helicopter S

Group IDF Lvl 110F < Lvl 2 IDF > Tx Rx Tx Rz Tx Rz T= RBx Tx RBx Tx Rx Tx Rz Tx Rz

Location - - - - - - - R - R - - = R - -
Identifization/Role - - - - - - - R - R - - = R o o
Mizzion Related Information - Command & Control Assets - - - - - - - B = R = = o - - -
Mizsion Related Information - Contralled Assets - - = = = a o o o - - - - R - -
Emergency Indications - - - - - - - R - R - - = B = =
Friendly Forces Report - Data Handling - - - - - - = R = R o o - R - -
Friendly Forces Repoart - Simulated Entity - - = = = a o o o o - - - - - -
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Following IER capture for a platform, we can then develop the
Platform Requirement Specification (PRS) from the TDL Standard

@ The Link 16 standard contains >7000 explicit “Shall” statements (i.e.
requirements)

m Circa 3000 “Shall” for a Surveillance C2 PRS
m Circa 1000 “Shall” for a Combat Aircraft PRS

@ Many more inferred requirements can be determined from Tx/Rx tables
m Indicates how data fields should be processed
m Provides HMI requirements
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Origlnating

J3.21

WOED C

Consulting

Transactlon(s): D.1.2 - C? Trac

AIR TRA

J3.2

CK MESSAGE

TDL Requirements

“T” requires display of the data

Comment

to the operator via the tabular

3 iue =]
=0 |0, T
o 5 LA 1

o

2,

display

“0” requires host system to provide
the capability for this data to be
entered/modified by the operator via
the tabular display

“O*” requires host system to provide
... via the via graphical and tabular

displays

2 99BN WORD
3.2E0 WORD C

s

“G"” requires display of the data

to the operator via the

graphical display

“N” requires no display of the

data to the operator

Other designations indicate

how to process (or not) the data

fields

Fleld

r—

Value(s) Source

Comment

Latitude, 0.005

Minute

e

i

Long!tude, 0.0051

) - ¥~
Minute

J3.2 - AIR TRACK MESSAGE

J3.2 - AIR TRACK MESSACGE IMPLEMENTATION

= —— ”

D

2
C NonC: C# NonC?
IMF | DIS | IMP IMP IMP IS5
Header Word
Track Number, Source o= X R X N
R [ R R R
R T X R X N

Force Tel R [T, C X R | X N
Emergency Indicator R [T, C R I, G R G R [T, G
Spectal Processing R T, C X R S|OX N
Indicator
\QJ latton Indicator R [T, C R I. G R T B |T. G
‘ML' Reference M [T, C M M G | T
5t "-.r\ﬂ'*H\ R T R R R T
Altitude fﬂc:t.:’:}-\ R T X R x N
Altitude, 25 Ft E [T, G R R R T
Ident ity Difference ! =G R R R T
Indicator N~
Track Quality 3T, G ] D 3 D A
\S‘K (Note 1] B (T, G R I, G R 5 R O[T. G
Identity 7 ng T, « R I, G R il T, C
Descriptor (Note
Special Interest Indlicatory T, R R R T
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To add further complexity, industry have their own development
and verification processes

e Customer requirements (PRS) will be transposed/decomposed into
SSS/SSDD and SRS/SDD

® The numerous, complex customer requirements may not all be handled
correctly

m Requires customer review of industry documentation to ensure fulfilment of the
Customer requirements
@ Any errors in transposing the PRS unchecked may compromise Interoperability
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Platform Acceptance

. Validation .
Requirements Testing
System/ —
Sub-System Verification Accc?ptance
] Testing
Requirements
. - Issues found
through
\ ¢ /<D0 s/w & h/w e Integration testing which
p Agreed Requirements jerfcation Testing lead to agreed
\‘ deviations deviations
i
AN
» » =\ n FIUU
Detailed Unit/Module

Verification

‘* Design v Testing

Traceable and testable

requirements from top down Implementation
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Consulting

Is it realistic, therefore, to expect that all requirements in a PRS
will be fully verified and validated before the platform enters
service?

e |If the answer is no, what other opportunities do we have to assess how
interoperable the Platform TDL solution will be?

mThe answer is Evaluation in the form of
e Standards Conformance Evaluation, leading into

@ Interoperability Evaluation

18 Sep 2023 ATEQ/P997/054/1 15



P rreq TDL Evaluation

Consulting

As already established, platforms will be developed against
different baselines due to the evolving nature of the TDL standards

@ Beyond verification and validation of TDLs solutions, these can be
evaluated independently against the Imp Regs; e.g.
m Combat Aircraft can be assessed against Interceptor Strike (and associated) Imp
Reqs

@ Platform Specific Issues can be captured against the Combat Aircraft Imp Plan where it fails
against the Imp Regs

m AWACS can be assessed against Air Controlling Unit (and associated) Imp Reqgs
e Ditto
@ Both platforms can then be assessed against each other in the context of
their IERs

m The Platform Specific Issues will be presented to assess in the context of the IERs

18 Sep 2023 ATEQ/P997/054/1 16
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Combat Aircraft assessed
against Interceptor Strike
(and associated) Imp Regs

=

18 Sep 2023

Select Implementation Requirement Specs:

Basic Host
Int-Strike
Plat SA

TDL Standards Conformance Evaluation

Ignore Negative ('X") Requirements

Only Show Imp Requirements

| Compare with Imp Reqs |

)

NT

NT

NT

NT

NT

NT

oo
3 @

Green indicates mandatory Imp
Req is fulfilled by Combat Aircraft
Imp Plan

Red indicates mandatory Imp Req
is not fulfilled by Combat Aircraft

Imp Plan — Expansion of message
B needed to see detail

| Orange indicates optional Imp
Req is not fulfilled by Combat
Aircraft Imp Plan — IERs will
determine actual need -
Expansion of message needed to
see detail

Blue indicates optional Imp Req is

fulfilled by Combat Aircraft Imp

Plan - IERs will determine actual
| need
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TDL Standards

Conformance Evaluation

I M J2.0 Indirect Interface Unit PPL

4 M J22 Air PPL

4 W J2.2| AR PPLIINITIAL WORD

4 F 385003 EXERCISE INDICATOR

D 0 NON-EXERCISE TRACK

D 1 EXERCISE TRACK OR UNIT

4 F 1901001 MISSION COMMAMDER IN

D 1 MISSION COMMANDER

> F 354 002 FORCE TELL INDICATOR

> F 355002 EMERGENCY INDICATOR

=u

il

5

I F 893001 COMMAND AND CONTROL INDIC

4 F 1604 001 SIMULATION INDICATOR

D 1 SIMULATED TRACK OR UMNIT

b F 732002 AIRBORME INDICATOR

P F 730001 FLIGHT LEADER INDICATCR

[
3
I
i
]
—
1]
=]

—
1]
=]

—

NT

[wr]

T O

Combat Aircraft will not transmit/receive
the Exercise Status in own unit PPLI, which
is required by the Imp Regs — Platform
Specific Issue raised (as below)

Mo Display of Exercise Status in Recerved PP

Marne: Mo Display of Exercise Status in Received PPLI
\‘Severity: Minor

Status: Draft

Security Marking: NOT SET

Releasability: NOT SET

Originator Number: MRCA L16 Demo-17

Concerns DI Conflicts:

Metwork Management lssue: [

Operational | Technical | Affects | History

Operational Summary:  |Received PPLI data from units participating in a Link 16 Exercise will not be

displayed as such.

Operational Description: |There will be no indication of a unit which is participating in 2 Link 16

Exercise against the PPLI symbel and an received artificial data reported by

Combat Aircraft will not receive Simulated
PPLIs, which is required by the Imp Reqs -
Platform Specific Issue raised

18 Sep 2023
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the unit will be treated as real data.

Workaround: None available

Cancel Save
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Consulting

TDL Standards Conformance Evaluation

4 M )32 Air Track

4 W 32| AIRTRACK INITIAL WORD

I F 385003 EXERCISE INDICATOR

I F 839001 PPLI TRACK NUMBER AND IDENTITY INDICATOR

I+ F 354002 FORCE TELL INDICATOR

I+ F 355002

I F 292002 S

I F 1604 001 SIMUL

ATION INDICATOR

I F 769 002 TRACK NUMBER, REFERENCE
I F 386013 STRENGTH
I F 364001 ALTITUDE SOURCE

I F 365033 ALTITUDE, 25 FT

I F 1860 001 IDENTITY DIFFERENCE INDICATO

4 F 250001 TRACK QUALIT

D 1 > 2755 SQUARE DATA MILES

D 2 EQUAL TO OR < 2,755 SQUARE DATA MILES
D 3 EQUAL TO OR < 686 SQUARE DATA ES

D 4 EQUAL TO OR < 439 SQUARE DATA ES

D 5 EQUAL TO OR < 247 SQUARE DATA MILES

D & EQUALTO OR <« 110 SQUARE DATA MILES

D 7 EQUALTO OR < 27.0 SQUARE DATA MILES

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

NT

Il

=
o

*

==l

R T

Combat Aircraft will not receive Non-Real
Time Tracks, which is optional in the Imp
Regs — Platform Specific Info Issue raised

18 Sep 2023
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v

on Rea 1e Air Tracks Not Receivec

Narne: Non Real Time Air Tracks Mot Received
Severity: @ Information

Status: Crraft

Security Marking: NOT SET

Releasability: NOT SET

Criginator Mumber: MRCA L16 Demo-19

Concerns DI Conflicts:

Metwork Management lssue: [

Operational | Technical | Affects | History

Operational Summary:  |Non Real Time Air Tracks will not be displayed to the pilot.

Operational Description: |Manual, Mon Real Time Air Tracks, transmitted by surveillance assets, are

discarded by the system on reception and hence will not be displayed to the

pilot.

Waorkaround: None available

w
[
o

Cancel
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TDL Interoperability Evaluation

18 Sep 2023

Baseline View | |ssues View | 1O Summary View
AWAC L16 Demo v MRCA L16 Demo

Rename Analysis

IDF Group <All=
IDF Level 1 <All>

IDF Level 2 <All>

> Caollapse All
[] Only Show IERs

TDL Element

|

1 #Lr

Switch Direction

AWAC Demo

ransmit

Transmit lssues

-

MRCA Demo

Receive |ssues 0 Issues

4 M J2.2 Air PPL
4 W )220 AIRPPLIINITIAL WORD
I F 1550 001 WORD FORMAT
I F 270004 LABEL, J-SERIES
b F 271005 SUBLABEL, J-SERIES
I F 800001 MESSAGE LENGTH INDICATOR

4 F 355003 EXERCISE INDICATOR

D 0 NON-EXERCISE TRAC

D 1 EXERCISE TRACK OR UNIT

ATEQ/P997/054/1

The Combat Aircraft Platform Specific
Issue raised is presented — The IERs require
the reception of this data, hence the cell
being coloured red.
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TDL Interoperability Evaluation

Baseline View | lssues View | 10 Summary View
AWAC L16 Demo v MRCA L16 Demo

IDF Group <All>

Rename Analysis
IDF Level 1 <All= = ‘
> Collapse All IDF Level 2 =i/l N d
(] Only Show IERs AWAC Demo MRCA Demo
TDL Elemen Transmit Transmit Issue Receme Issues O Issues
4 M J3.2 Air Track

4 W 3.2 AIR TRACK INITIAL WORD

1550 001 WORD FORMAT

270 004 LABEL, J-SERIES

271005 SUBLABEL, J-SERIES

800 001 MESSAGE LENGTH INDICATOR

385 003 EXERCISE INDICATOR

839 001 PPLI TRACK NUMBER AND IDENTITY INDICATOR

354 002 FORCE TELL INDICATOR

355 002 EMERGEMNCY INDICATOR

292 002 SPECIAL PROCESSING INDICATOR
1604 001 SIMULATION INDICATOR

769 002 TRACK MUMBER, REFERENCE

386 013 STREMNGTH

364 001 ALTITUDE SOURCE

365033 ALTITUDE, 25 FT

1860 001 IDENTITY DIFFERENCE INDICATOR,
280 001 TRACK QUALITY

D 0 NON REAL-TIME TRACK

IIIIII | IIII _| I | | _| _| _| |
IIIIII | IIII :U I | | :U :U II

(D) m——

The Combat Aircraft Platform Specific Info
Issue raised is presented — The IERs require
the reception of this data, hence the cell
being coloured red and the Info Issue is

] promoted to a minor 10 Issue.
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Baseline View | Issues View | 10 Summary View

AWAC Demo

1

!:'1 Friendly Forces

P
> ; Situation Awareness

% Situation Awareness
ﬂ Battle Management

e
ha } Weapons Control

- Geographic Entities

*':'1 Friendly Forces
Qj Situation Awareness
ﬂ Battle Management
@ Local Target Data

@ Imagery

- Geographic Entities

CONONCONONS)

TDL Interoperability Evaluation Summary

The 10 Summary reveals all 10
Issues between the platforms,
resulting from both the Imp Req
Standards Conformance
Evaluation and the 10 Evaluation

== Friendly Forces - Air Asset
4

Information on friendly Air Assets reported by the assets themselves

-4 Location

—3 Identification/Role

Mission Related
Information - Command
& Control Assets

am Emergency Indications Declaration of an Emergency situation relating to the

Friendly Forces Report -
‘™ Data Handling

Friendly Forces Report -
‘™ Simulated Entity

()

&)

&)

Mo Known lssues

MNo Known [ssues

Mo Display of Exercise Status in
Received PPLI

Wingman

Emergency Indications

No Known [ssues

Sim Data Discarded

MRCA L16 Demo-17

AWAC L16 Demo-4

AWAC L16 Dema v MRCA

L16 Demo-3

MRCA L16 Demo-18

Here the IER for Friendly Force
data exchange from AWACS to
Combat Aircraft is selected
(above) and we can see (amongst
other things), the Exercise Issue
that we captured during the Imp
Req Standards Conformance
Evaluation and then confirmed
and promoted at the 10
Evaluation
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TDL Interoperability Evaluation

Baseline View | lssues View | 10 Summary View

lr" Friendly Forces )
';},‘ Situation Awareness - Tracks (_\I

Qj Situation Awareness - Geographic Entities

/ ﬂ Battle Management
\ _—__: - -‘.\" Weapons Control @I
Vi £, 5
3 £ ] Friendly Forces

AWAC Demo Qj Situation Awareness - Geographic Entities

ﬂ Battle Management @I

@ Local Target Data

@ Imagery

(ON©

MRCA Demo

= Ajr Track @

Air Track information derived from active and/or passive sensors

. Data associated with the Traci
Location -
- movement, i

—N Identification

Enhanced Track
= Characteristics

such as Strength (forma

Track Data Handling
= Attributes

—5 Special Amplification Data nd

Track Reference Numbers
™ from other TDLs

—3 Simulated Air Track Used to define that an Air

o determine its

accuracy

in terms of ifs Platfi

- track cf

Track represents a Simulated entity.

Men Real Time Air Tracks not
Displayed

J ModeSID

Mode 5 1D - Letters

Air Activity

Mo Known |ssues

Mo Known |ssues

Mo Known |ssues

Mo Known Issues

AWAC L16 Demao v MRCA
L16 Demo-7

AWAC L16 Dema-7

AWAC L16 Demo v MRCA
L16 Dema-2

MRCA L16 Demec-8

/

Here the IER for SA - Tracks data exchange
from AWACS to Combat Aircraft is
selected (above) and we can see (amongst
other things), the Non-Real Time Air Track
Issue that we captured during the Imp
Req Standards Conformance Evaluation
and confirmed at the 10 Evaluation
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TDLs are complex and their requirements numerous
@ Complete Verification & Validation against TDL requirements is a significant

challenge \ = i | R—

@ Evaluation of TDL solutions =
can be achieved through a
combination of

m Standards Conformance Evaluation, ;oo™ Validation Tt
assessing platform Imp Plans against

TDL Standard Imp Reqs and capturing system/ .

Platform Specific Issues where non- Sub-System gerification Testing

Requirements

compliances are determined, leading into

m Interoperability Evaluation of multiple Swlbw Werification Integration
platform Imp Plans (which include their
Platform Specific Issues) in the context of '
IERs between the platforms pesign v resting
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