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DISCLOSURE RELEASE STATEMENT

This briefing is:

NATO UNCLASSIFIED

This briefing has been authorized for release to the TCF. The information in this 

brief has no security classification and participants do not require security 

protection.  NATO UNCLASSSIFIED information is intellectual property of NATO 

and should only be used for official purposes.
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 The content presented in these slides do not bind or represent the views of 

the NAEW&C Force

 These slides are releasable to TCF 

Disclaimer
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Reminder
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Presenters

Ilker M. KARAKAS, NATO Civilian, TUR
Senior Systems Engineer @
(MSEC, NATO AEW Control Force, Geilenkirchen, 
Germany)

• Sr. Systems / Software Engineer (~25 years)
• Working at NAEW since 2016
• (NATO) C4I Systems, Tactical Data Links (TDL), 

UAV/Ground Control Systems 
• Past CSI (CRC System Interface) TDL Software 

Engineer, lead developer of numerous CSI 
products including JREAP Router. 

• Ilkermurat.karakas@naew.nato.int

Jarek Libert, NATO Civilian, POL
Software Engineer @
(MSEC, NATO AEW Control Force, Geilenkirchen, 
Germany

• Software engineer (ADA, JAVA, C++, Python) 
• 6 years experience with Mission Software NATO 

E3A (L16, surveillance, GUI)
• 6 years working with CSI (CRC System Interface, 

MASE)
• 12 year experience working with surveillance 

systems for Polish Navy. 
• Jaroslaw.libert@naew.nato.int
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NAEW 101

• 14 Aircraft Currently 

• Modified Boeing 707

• Gross Weight 325,000 lbs. 

• Operating Altitude 30,000 ft. 

• Endurance 

• 8.5 hrs. without air-to-air refueling

• 20 hrs. with air-to-air refueling 

• Detection Capability

• At 30,000 feet,  able to detect targets out to

400 km / 215 nm
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The MSEC is responsible for providing 
industry-standard software engineering

services for the E-3A aircraft on-board 
Mission System and Mission Sensor 

Systems, for the E3-A Ground Support 
Systems and related on-site engineering 

facilities and test laboratories. 

Key functions are problem analysis and solution engineering of 

software and database applications; acceptance, hosting, integration 

and test of third party provided software and data; system engineering 

support to solutions from Industry for obsolescent hardware, firmware 

and software; software integration and system integration with 

independent verification and validation.
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E-3A COMPONENT

NAEW&CF

NAEW&C HQ NAPMA

Mission Systems 

Engineering Centre

NAPMA 

Programmes

NAPMA StructureExternal Support

NSPA

OW

SAS
LW

OW

PE

MSEC and Its External Interfaces
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NATO AWACS Modernization – History and 
Future

 NEAR-TERM PROGRAMME,  1990 – 2000

 NATO MID-TERM PROGRAMME, 1997 – 2010, and 

 FINAL LIFETIME EXTENSION PROGRAMME (FLEP) , 2018 – 2035+ 

Warsaw Summit Communique

77. NATO’s Airborne Early Warning and Control Force (AWACS) continues to prove itself

instrumental not only monitoring our airspace, but also as a critical part of NATO’s command and

control capabilities. NATO AWACS will continue to be modernised and extended in

service until 2035. By 2035, the Alliance needs to have a follow-on capability to the E-3

AWACS. Based on high-level military requirements, we have decided to collectively start the

process of defining options for future NATO surveillance and control capabilities.
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Final Lifetime Extension Programme 
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New:

INMARSAT

WB SATCOM

Mandate:

JTIDS Update  

Mandate:

Crypto Upgrade

Mandate:

UHF SATURN 

New:

VHF SINCGARS

DMS:

ESM Upgrade

DMS:

Digital Audio 

System

Upgrade

New:

JREAP-C

GMTI

CHAT

JISR

DMS:

Console upgrade

MCHW & SW Upgrade

CPS Replacement

Final Lifetime Extension Programme 

Legend:
DMS
New Capabilities
Mandates
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• Modification: Replaces JTIDS Class 2H terminal with MIDS-JTRS 

terminal

FLEP / TDL
Final Life Time Extension Programme / 

Tactical data Link

MIDS – Multi-functional Information Display System
JTRS – Joint Tactical Radio System
DMS – Diminishing Manufacturing Sources
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• Purpose: Addressing DMS

 Provides minimum 3x increase in surveillance tracks

 Meets Crypto Modernization & Frequency 

Remapping mandates

 Implements STANAG 5516 Edition 6 requirements

 Enables Concurrent Multi-Netting
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 Modification: Incorporation of JREAP-C (Joint Range Extension 

Application Protocol) capability

• Purpose: Addressing DMS

 Delivers a BLOS datalink capability to replace Link-11, which is scheduled to 

lose crypto support in 2025

 Unjustifiable cost of integrating and testing Link-11 in FLEP

 Non-interfering Link-11 hardware will remain on jet in case restoration of 

capability becomes necessary

 Provides increased data throughput via Internet Protocol (IP)

 Adds ability to receive and transmit Link-16 surveillance picture anywhere 

in the world
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 Final Lifetime Extension Programme architecture will introduce a modern 

COTS (Off-the-Shelf) Data Link Processor (DLP) to the NAEW Mission 

System

 The complete terminal management and JREAP handling functionality will 

be handled by DLP. 

 Mission System to DLP interfacing will be on a TCP based protocol, over 

Ethernet. 
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CM - Requirement

 01 Jan 2022 : Link 16 

Cryptographic Modernization 

(CM)

 01 Jan 2024 : Link 16 Restricted 

Networks End Date

 01 Jan 2025 : Link 16 Frequency 

Remapping (FR) within United 

States and Possessions

 31 Dec 2028 : Link 16 Advanced 

Capabilities (AC) : Starting with 

ET
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Crypto Modernization -
Requirement

 Link16 Crypto Modernization (CM) is required due to the decertification of 

the legacy keys. All non-modernized Link 16 terminals need to be 

upgraded to meet the COMSEC requirements for the use of the new key. 

 Non-modernized terminals are not capable nor allowed to participate in 

operational networks as of the declared sunset date of the legacy key(s). 

 Consequence: Legacy keys only used for restricted networks. Non-

modernized platforms unable to participate, including NAEW&CF. NE-3A 

will not be able to exchange Air Picture and perform Command and 

Control (C2) functions without Link16 RF (over the air). 
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JTIDS Replacement Options 
and JTIDS Product 
Improvement (JPI)

 For NAEW, JTIDS Product Improvement (upgrade with JPI kit) was

intended to be the DL solution until the implementation of FLEP. 

 However, to mitigate program latencies in the JPI programme MSEC was

tasked to look into alternative technical solutions until FLEP is delivered. 

 Selected technical alternative: design/implement a roll-on/roll-off capability.
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JTIDS Replacement Scenarios

Ultimate Solution: MIDS JTRS terminal integration with
severe host modification (block 40/45 Mission software 
upgrade by Boeing) – will be delivered with FLEP. That’s
the ultimate CM solution, and NATO AWACS will have it
eventually.

Preferred solution for NAEW until FLEP : JTIDS Product 
Improvement (upgrade with JPI kit). This is a temporary
solution / mitigation.

Mitigation for JPI program latency : MIDS LVT BU2 
terminal integration without AWACS Mission System 
software  modification. The project to realize this is
called «NATO Tactical Datalink Container (NTDLC)». This 
is a temporary CM solution.
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Link16/JTIDS in current mission system

Mission 
Computing
Server(s)

CPS

M

S

C

C

VMEbus MSCbus

Radar

IFF

Link16
(JTIDS 
Class2)

Other

The sensor 
“hub”

Sensor and TDL 
Tx and Rx

Mission Software 
Deployed here

Challenge:  Without changing the Mission Software, can we swap out JTIDS Class2 and put in a CM Link16 Terminal?

Why:  Mission Software change is costly (time/money).  Mission functions (Surveillance, Weapons, etc.) and operators 
should not be impacted by whether a JTIDS or MIDS is being used for Link16 operations.
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Solution: NAEW Tactical Datalink 
Container (NTDLC)

2022/Q1: Start of design and 
development
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E28 (JTIDS Cabinet)
(Temporary Disconnect)

TDL Container
(Temporary install)

Installation and position

25 NATO UNCLASSIFIED



NAEW&C FORCE 
MISSION SYSTEMS 
ENGINEERING CENTRE NTDLC E3A interfaces 

26 NATO UNCLASSIFIED



NAEW&C FORCE 
MISSION SYSTEMS 
ENGINEERING CENTRE

 Modular, deployable, 2-rack design.

 Aimed to use as much German 

MRTT/A310 Link16 solution (HW 

portion at least) – but that solution 

did not fit to the NATO E3-A. A 

complete new HW Design was 

made – by NCIA

 Link 16 Terminal (MIDS LVT BU2)

 1553 interface card (“Ballard”) 

 JTIDS Interface Controller (JIC) 

 COTS Laptop (Gateway Software) 

 Cabling

Hardware
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 NTDLC Gateway Software (NGS)

 The “Brain” of the NTDLC Solution 

 Initial engineering by NCIA/JISR, 

completed by MSEC

 A laptop based solution 

 Uses NCIA/CSI sw. libraries 

 Does MIDS Interfacing

 Does NAEW Mission System and CPS 

Interfacing 

 Real-time data bridging and protocol 

translation between NAEW/JTIDS and 

MIDS BU2 

 NO change in NE-3A mission system 

software

Software
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 DT&E / Verification executed in Labs

 Successful qualification test (ground) with modernized keys April/May 

2023 

 Joined / formed L16 Network with the ERCS/IMF Link16 Terminals

 1st Flight test (June 2023) resulted in a navigation data related (software) 

finding

 Planning to conclude system level testing October 2023 (IOC) and 

deliver the system for user acceptance testing.

NTDLC Verification and 
Qualification
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 Technical Challenges

 NAVigation data acquisition

 Antenna integration (incl. bypass)

 CPS interfacing

 Brown-Field/Legacy Challenges:

 Lack of or unavailability of documentation, 

 Lack of SME’s with required deep level of knowledge

 Verification Challenges

 Lack of high-fidelity A/C representational mission system 

(especially hw.) in LABs

 A/C availability

 Absolute requirement for multiple rounds of flight tests

NTDLC / Challenges
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An interim solution
• US Space and Naval Warfare Systems Command 

(SPAWAR) program
• Upgrade JTIDS Class 2 Terminal without need for host 

system changes (no MOCP changes)
• Participants dwindled over time (only the Naval ships, 

E-2s, and NATO E-3A remain)

Once again: From the NMT host (MOCP) standpoint, the 
JPI terminal is a form/fit/function equivalent drop-in.

JTIDS Product Improvement 
(JPI)
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Scope

A. DDP/IU Changes 
B. CMS/CDU Changes: Software Changes (terminal and 
operator interface)
C. R/T Changes: Receiver/Transmitter Digital Data 
Processor Interface (DDPI) firmware update
D. SDU Changes: Taken out, replaced with other LRU/CI
E. Battery Changes: Re-design 
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MSEC / TDL Engineering 

• NCIA CRC Systems Interface (CSI)

• Tactical Data Link Interoperability Testing (TDLIOTS)

• Automated Testing
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CRC Systems Interface (CSI)

• CSI is NATO’s most comprehensive and complete data-link 

buffer, supporting real-time data exchange between various 

Command and Control elements including navy vessels, 

NATO Airborne Early Warning (NAEW) aircrafts, 

headquarters and fighter aircraft using standardized NATO 

data links, including ATDL1, Link 1, Link 11A/B, Link 16 and 

JREAP. 

• In addition to its data exchange capability, CSI provides a full 

control capability for air defence and interceptors in making 

use of the tactical data links implemented.
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CSI Usage at MSEC

 MSEC Integrated NCIA/CSI DLP to the AWACS Mission system software 

(organically) and has been using the NCIA/CSI Suite for TDL verification for almost 5 

yrs now.

 L16 simulator; for simulation of JUs (C2 and nonC2), tracks, pointers, freetext

 L16 Terminal simulation for testing

 Via efforts of MSEC, NAEW is now a full NCIA/CSI Member, and benefits from 

training and other CSI services.
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Tactical Data Link Capability Team 
Interoperability Testing Syndicate 
(TDL CaT ITS)
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The TDL CaT ITS group was called the Tactical Data Link Interoperability Testing Syndicate (TDLITS) 
and was placed under the Consultation, Command and Control Interoperability Working Group (C3 
IWG) to conduct TDL InterOperability (IO) testing on behalf of NATO. This was and is still achieved by 
the interconnection of various platform rigs or simulators, using a common standard, STANAG 5602 
(SIMPLE).

AUTOMATED TEST CASE GENERATOR (ATC-GEN)

The ATC-GEN is a free of use automatic test tool from US Defence Information Systems Agency 
(DISA). The ATC-Gen simulates a Link 16 Joint Tactical Information Distribution System 
(JTIDS)/Multifunctional Information Distribution System (MIDS) Unit (JU) and interacts with other 
JUs on a SIMPLE J test network with sensor simulation data using Distributed Interactive Simulation 
(DIS) Protocol Data Units (PDUs).

Last participation 2022-2 (FENZL) 
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 TestRail as repository of test 

procedures (create, modification, 

execution)

 In-house created tool to convert Ms-

Word based test procedures to TestRail 

format 
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