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DISCLOSURE RELEASE STATEMENT

This briefing is:

NATO UNCLASSIFIED

This briefing has been authorized for release to the TCF. The information in this

brief has no security classification and participants do not require security
protection. NATO UNCLASSSIFIED information is intellectual property of NATO

and should only be used for official purposes.
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Disclaimer

The content presented in these slides do not bind or represent the views of
the NAEW&C Force

These slides are releasable to TCF
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llker M. KARAKAS, NATO Civilian, TUR Jarek Libert, NATO Civilian, POL
Senior Systems Engineer @ Software Engineer @
(MSEC, NATO AEW Control Force, Geilenkirchen, (MSEC, NATO AEW Control Force, Geilenkirchen,
Germany) Germany
* Sr. Systems / Software Engineer (~25 years) » Software engineer (ADA, JAVA, C++, Python)
* Working at NAEW since 2016 * 6 years experience with Mission Software NATO
* (NATO) C4l Systems, Tactical Data Links (TDL), E3A (L16, surveillance, GUI)
UAV/Ground Control Systems * 6 years working with CSI (CRC System Interface,
e Past CSI (CRC System Interface) TDL Software MASE)
Engineer, lead developer of numerous CSI * 12 year experience working with surveillance
products including JREAP Router. systems for Polish Navy.
* |lkermurat.karakas@naew.nato.int * Jaroslaw.libert@naew.nato.int
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14 Aircraft Currently
Modified Boeing 707

Gross Weight 325,000 Ibs.
Operating Altitude 30,000 ft.

Endurance
8.5 hrs. without air-to-air refueling
20 hrs. with air-to-air refueling

Detection Capability
At 30,000 feet, able to detect targets out to
400 km / 215 nm
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The MSEC is responsible for providing
industry-standard software engineering
services for the E-3A aircraft on-board
Mission System and Mission Sensor
Systems, for the E3-A Ground Support
Systems and related on-site engineering
facilities and test laboratories.

Key functions are problem analysis and solution engineering of
software and database applications; acceptance, hosting, integration

and test of third party provided software and data; system engineering
support to solutions from Industry for obsolescent hardware, firmware
and software; software integration and system integration with
independent verification and validation.
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NEAR-TERM PROGRAMME, 1990 — 2000
NATO MID-TERM PROGRAMME, 1997 — 2010, and
FINAL LIFETIME EXTENSION PROGRAMME (FLEP) , 2018 — 2035+

WALES
SUMMIT

4-5.1X.2014 “NATO’s AIRBORNE EARLY
SOMMET DU WARNING AND CONTROL
PASDEGAUES  EARCE WILL CONTINUE

TO BE MODERNISED TO

MAINTAIN ITS FULL
OPERATIONAL CA_EA\‘E”S‘I_‘LI”TYA"

4 Jc 13 2050
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COMPLETE

e E Firar

MOoODERMISATION
EFFOoRT

=
PrLan FinaL Moo MATO MNE-3.5 FLEET

NATO UNCLASSIFIED




AN INROAOR \ \F\\3C FORCE
Contents

c ey
Mission Systems & ‘:2:/(""1
R

Engineering Centre %ﬁﬂ )
Mgt

Geilenkirchen - Germany

Background (NAEW, NAEW Modernization, MSEC)

mm) - FLEP and TDL

NAEW Crypto Modernization (CM) Efforts
NAEW Tactical Datalink Container (NTDLC)

JTIDS Product Improvement (JPI)

TDL Engineering @ MSEC

11 NATO UNCLASSIFIED



AR NATO JURSIEXeITel el
MISSION SYSTEMS
N Z (@JVWN -NGINEERING CENTRE

NAEW&C Force

Anple] i
Mission Systems Sl
Engineering Centre R )
e
Geilenkirchen - Germany mget

Console Upgrades (P75-PS0)

Mission Computing Upgrade (ESBE)
CP5 Replacement (B1)

12

Final Lifetime Extension Programme

- ESM Interface
-W/B Satcom

e ; IFF Interface Update Interrogation (E17)
- * MIDS (ITIDS) Update (E28)

VHF SINCGARS
Update (ESd)

@\\"'

Crypto Upgrade (E10, E11)

UHF SATURN/HQ, (E3)
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New:
JREAP-C
GMTI
CHAT
JISR

New:
INMARSAT
WB SATCOM

New:
VHF SINCGARS

DMS:
Console upgrade
MCHW & SW Upgrade
CPS Replacement

DMS:
Digital Audio
System
Upgrade

Mandate:
Crypto Upgrade

DMS:
ESM Upgrade

Mandate:
UHF SATURN

Mandate:
JTIDS Update
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Legend:

[] DMS

[] New Capabilities
B Mandates
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g @ Final Life Time Extension Programme /
T Tactical data Link

Modification: Replaces JTIDS Class 2H terminal with MIDS-JTRS

terminal

Purpose: Addressing DMS

Provides minimum 3x increase in surveillance tracks

Meets Crypto Modernization & Frequency

Remapping mandates

Implements STANAG 5516 Edition 6 requirements

Enables Concurrent Multi-Netting

MIDS — Multi-functional Information Display System
JTRS — Joint Tactical Radio System

DMS — Diminishing Manufacturing Sources

14

Link-16

« Position & Statgs -
Reporting .

« AirlSurface/Land Tracks

= Alr/Surface Target
Reporis

| s Engagement Status. .. §.

= Threat Wamning/EW Info
« Still Imagery
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o FLEP / TDL

disens, D Final Life Time Extension Programme /
S ) Tactical data Link

Modification: Incorporation of JREAP-C (Joint Range Extension

Application Protocol) capability

Purpose: Addressing DMS

Delivers a BLOS datalink capability to replace Link-11, which is scheduled to
lose crypto support in 2025

Unjustifiable cost of integrating and testing Link-11 in FLEP

Non-interfering Link-11 hardware will remain on jet in case restoration of

capability becomes necessary

Provides increased data throughput via Internet Protocol (IP)

Adds ability to receive and transmit Link-16 surveillance picture anywhere

in the world
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g Final Life Time Extension Programme

N | Tactical data Link

o FLEP / TDL

Final Lifetime Extension Programme architecture will introduce a modern
COTS (Off-the-Shelf) Data Link Processor (DLP) to the NAEW Mission
System

The complete terminal management and JREAP handling functionality will
be handled by DLP.

Mission System to DLP interfacing will be on a TCP based protocol, over

Ethernet.
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01 Jan 2022 : Link 16
Cryptographic Modernization

(CM)

CM - Requirement
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Frequency

Remap (FR)
13 OCT 2016: “Link 16
Frequency Remapping”

“__.all Link 16\ JTIDS \ MIDS
terminals operated, .. must be
capable of fréquency
remapping.. no later than (NLT)
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Modernization (CM)

14 July 2017: JROCM 0753-17

“The [JROC] validates the Joint Full
Operational Capability (FOC) date
of 01 Janypary 2022 for medernized
Link-16 terminals...”

Advanced

Capabilities (AC)

20 Aug 2018: JROCM 089-18

“The IRCL endorses the advanced
capabibities of Concurnamt Multi-
Hettl MM nit lain

Recaive [CCRL and Enhanced
Throughput [ET) as tha DoD bassline
for all future upgrades”

CM & AC
17 DEC 2020: JROCM 097-20

“The JROC remains fully
committed to the Link-16 CM Joint
Full Operational Capabllity (FOC)
date of 01 January 2022. Platforms
that are not €M compliant by this
date will be denied access to the
Link-16 netwerk...The JROC
validates the [FOC) date for
inclusion of advanced capabilities
25 31 December 2038,
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mgg.vgﬁgeg%ﬂs Crypto Modernization -
Requirement

Geilenkirchen - Germany

Link16 Crypto Modernization (CM) is required due to the decertification of
the legacy keys. All non-modernized Link 16 terminals need to be

upgraded to meet the COMSEC requirements for the use of the new key.

Non-modernized terminals are not capable nor allowed to participate in

operational networks as of the declared sunset date of the legacy key(s).

Consequence: Legacy keys only used for restricted networks. Non-
modernized platforms unable to participate, including NAEW&CF. NE-3A
will not be able to exchange Air Picture and perform Command and

Control (C2) functions without Link16 RF (over the air).
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Improvement (JPI)

For NAEW, JTIDS Product Improvement (upgrade with JPI kit) was

intended to be the DL solution until the implementation of FLEP.

However, to mitigate program latencies in the JPI programme MSEC was

tasked to look into alternative technical solutions until FLEP is delivered.

Selected technical alternative: design/implement a roll-on/roll-off capability.
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Ultimate Solution: MIDS JTRS terminal integration with
severe host modification (block 40/45 Mission software
upgrade by Boeing) — will be delivered with FLEP. That’s
the ultimate CM solution, and NATO AWACS will have it
eventually.

JTIDS Signal Cypher Text
Message Processor  Processor Jumper

(JSMP) (CTP Jumper) _
Preferred solution for NAEW until FLEP : JTIDS Product
Improvement (upgrade with JPI kit). This is a temporary“ |

solution / mitigation.

Mitigation for JPI program latency : MIDS LVT BU2

terminal integration without AWACS Mission System N
software modification. The project to realize this is

called «NATO Tactical Datalink Container (NTDLC)». This

is a temporary CM solution.
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Mission

Computing VMEbus MSCbus
Server(s)

Link16
(JTIDS

Class2)

Mission Software The sensor Sensor and TDL
Deployed here “hub” Tx and Rx

Challenge: Without changing the Mission Software, can we swap out JTIDS Class2 and put in a CM Link16 Terminal?

Why: Mission Software change is costly (time/money). Mission functions (Surveillance, Weapons, etc.) and operators
should not be impacted by whether a JTIDS or MIDS is being used for Link16 operations.
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SR (D) Container (NTD LC) S0 )
SE
U |
| 1IC Device |
| | - - -power .
T | | | 2022/Q1: Start of design and
| JITIDS Interface | | DCE-Asynchron.Interface |
velopmen
|t e | e | development
| |
| --<serial> | --<usb serials
' |
4 ! ™y
T — | [ —— | [ |
| | | CSI Laptop | <eth> | | - §-power
| CPs | | CST NAEW L16 App | oo |  MIDS BU2 |-} _antenna
| | | (116 host) | | | -{-discretes
RSN | R —— | SRR |
| | | Mission System
| --<mscc, serial> | ---power | --<housed in> Boundary
| |
[ | SRR — |
|  E3-A | | NCIA |
|  Mission System | |  NAEW MIDS Rack |
| | | |
RSN | SRR |
. A
Mission System
Boundary
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TDL Container
(Temporary install)
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MAIN DECK
- FORNORD

E28 (JTIDS Cabinet)
(Temporary Disconnect)
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CPS =

DAS

ES5M [«

GINS

P66

Iy

CPS

E-28 Cabinet
{TIDS)

RFEA

RFA

DAS

ESM

GINS

P66

26

NTDLC and NTDLC Cables

NTDLC

{Adt}

RFEA

{Fwd}

NATO UNCLASSIFIED

RFA

{Adt}




A INROAOR \ \F\\3C FORCE
o [ R Hardware

rs S,
Mission Systems & Aﬁf/{"\
ine: o 4

ering Centre %ﬁﬂ )
mgel

Geilenkirchen - Germany

= Modular, deployable, 2-rack design.

= Aimed to use as much German
MRTT/A310 Link16 solution (HW
portion at least) — but that solution
did not fit to the NATO E3-A. A
complete new HW Design was
made — by NCIA

* Link 16 Terminal (MIDS LVT BU2)

» 1553 interface card (“Ballard”)

= JTIDS Interface Controller (JIC)

» COTS Laptop (Gateway Software)

= Cabling
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» NTDLC Gateway Software (NGS)
* The “Brain” of the NTDLC Solution
» |nitial engineering by NCIA/JISR,
completed by MSEC

= Alaptop based solution | e =

= Uses NCIA/CSI sw. libraries T [

» Does MIDS Interfacing e \ /

» Does NAEW Mission System and CPS = [Hiiifi. st 158
Interfacing Ei::fi&:’g;:"t B

* Real-time data bridging and protocol o | WSO PO oSS
translation between NAEW/JTIDS and
MIDS BU2

= NO change in NE-3A mission system
software
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Qualification

» DT&E / Verification executed in Labs
= Successful qualification test (ground) with modernized keys April/May

2023
= Joined / formed L16 Network with the ERCS/IMF Link16 Terminals

= 18t Flight test (June 2023) resulted in a navigation data related (software)
finding
= Planning to conclude system level testing October 2023 (IOC) and
deliver the system for user acceptance testing.
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» Technical Challenges

= NAVigation data acquisition

» Antenna integration (incl. bypass)

= CPS interfacing
= Brown-Field/Legacy Challenges:

» | ack of or unavailability of documentation,

» |Lack of SME’s with required deep level of knowledge
= Verification Challenges

» | ack of high-fidelity A/C representational mission system

(especially hw.) in LABs
= A/C availability
= Absolute requirement for multiple rounds of flight tests
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An interim solution
 US Space and Naval Warfare Systems Command
(SPAWAR) program
 Upgrade JTIDS Class 2 Terminal without need for host
system changes (no MOCP changes)
* Participants dwindled over time (only the Naval ships,
E-2s, and NATO E-3A remain)

Once again: From the NMT host (MOCP) standpoint, the
JPI terminal is a form/fit/function equivalent drop-in.
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e (A
JTIDS
CLASS 2
TERMINAL
[E-3 APPLICATION)
DPG
- . l
v I A -
10 ELECTRONIC
DDF SDU - TYPEWRITER .
KEYEOQOARD
(ETK)
SDU -
IU - software only removed CONTROL CDU - software only
MONITOR
DDP - hardware and software SET (CMS)
A. DDP/IU Changes
HPAG , B. CMS/CDU Changes: Software Changes (terminal and
Y y y operator interface)
i C. R/T Changes: Receiver/Transmitter Digital Data
{ RT POU BATTERY .
- 4R ATU Processor Interface (DDPI) firmware update
D. SDU Changes: Taken out, replaced with other LRU/CI
*Possible later E. Battery Changes: Re-design
software update for
Frequency Remapping
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NCIA CRC Systems Interface (CSl)
Tactical Data Link Interoperability Testing (TDLIOTS)

Automated Testing
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CSlis NATO'’s most comprehensive and complete data-link
buffer, supporting real-time data exchange between various
Command and Control elements including navy vessels,

NATO Airborne Early Warning (NAEW) aircrafts,

headquarters and fighter aircraft using standardized NATO
data links, including ATDLA1, Link 1, Link 11A/B, Link 16 and

JREAP.

In addition to its data exchange capability, CSl provides a full
control capability for air defence and interceptors in making

use of the tactical data links implemented.

NATO UNCLASSIFIED

isoceses — CRC Systems Interface (CSl)
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Air, Surface, Groun

Picture
SAM commands

Surface Unit commands

Fighter Control
Status Information
Identification
INTEL data
ECM data

reat Information Data
Images using Link 16

‘i“r";- Sensor Data (Plots)

< CRC System
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MSEC Integrated NCIA/CSI DLP to the AWACS Mission system software
(organically) and has been using the NCIA/CSI Suite for TDL verification for almost 5

yrs now.
L16 simulator; for simulation of JUs (C2 and nonC2), tracks, pointers, freetext
L16 Terminal simulation for testing

Via efforts of MSEC, NAEW is now a full NCIA/CSI Member, and benefits from

training and other CSI services.
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Interoperability Testing Syndicate
(TDL CaT ITS)

The TDL CaT ITS group was called the Tactical Data Link Interoperability Testing Syndicate (TDLITS)
and was placed under the Consultation, Command and Control Interoperability Working Group (C3
IWG) to conduct TDL InterOperability (10) testing on behalf of NATO. This was and is still achieved by

the interconnection of various platform rigs or simulators, using a common standard, STANAG 5602
(SIMPLE).

Bl oo, Tactical Data Link Capability Team #2

<\\\6.;.“:)

AUTOMATED TEST CASE GENERATOR (ATC-GEN)

The ATC-GEN is a free of use automatic test tool from US Defence Information Systems Agency
(DISA). The ATC-Gen simulates a Link 16 Joint Tactical Information Distribution System
(JTIDS)/Multifunctional Information Distribution System (MIDS) Unit (JU) and interacts with other
JUs on a SIMPLE J test network with sensor simulation data using Distributed Interactive Simulation
(DIS) Protocol Data Units (PDUs).

Last participation 2022-2 (FENZL)
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TestRail as repository of test

procedures (create, modification,

execution) @
In-house created tool to convert Ms- «

Word based test procedures to TestRail

format
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