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1 Introduction 

On the modern battlefield, accurate, timely, and actionable information is the key driver for 

success.  Over many decades now, armed forces – along with military and commercial industry – 

have developed numerous waveforms and datalinks to provide communication and networking 

services which cover a wide range of spectrum, bandwidths, resiliency, reliability, and 

networking capabilities.  However, each one of these waveforms and datalinks is a standalone 

communication system, a homogenous network of its own, whether it be Line of Sight (LOS), 

Directional Line of Sight (DLOS), or Beyond Line of Sight (BLOS), as well as commercial or 

wired links. 

With this proliferation of numerous waveforms and communication methods over the years, 

more and more armed forces today are developing requirements for a modern, integrated, and 

interoperable digitalized communication system to enable networked command and control in 

increasingly challenging environments.  Thus, the scope of communications systems has evolved 

toward “network-of-networks” or heterogeneous networking, with the challenge to converge 

multiple homogenous networking systems (e.g., waveforms and datalinks), and from there to 

seamlessly integrate those systems and distribute their information to the consumers and end 

users.  This communications systems evolution is depicted in Figure 1. 

 

 

Figure 1: Evolution of Communications Systems to Heterogeneous Networking 
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In this whitepaper, Collins Aerospace proposes a framework and architecture for Networking 

Services of heterogeneous networking called Resilient Autonomous Networking (RAN).  This 

provides the capability to integrate individual networking services into a whole, across a variety 

of domains and operational theaters, both military and commercial, for the next generation of 

resilience, reliability, and robustness. 

Through Collins’ expertise in communications, we have developed numerous networking 

elements and technologies that feed directly into RAN.  This whitepaper brings those elements 

together into a common framework and lexicon, to demonstrate solutions to the challenges of 

heterogeneous networking, to further advance collaboration in this developing field, and to 

provide a consistent set of terminology for discussion partners and customers in industry. 

1.1 Scope 

The objective of this document is to describe the Resilient Autonomous Networking (RAN) 

service layer architecture. 

The document is organized into the following sections: 

• Introduction: provides scope and strategic relevance 

• Mission Need / Use Case: describes the use case and business needs for the RAN 

capabilities and services 

• Reference Architecture: describes technical principals and capabilities to guide design, 

implementation, validation, and verification of a network convergence solution 

implementation 

• Instantiations of Reference Architectures: describes applications of the RAN service 

architecture 

• Acronyms and Definitions: list of acronyms and definitions used throughout this 

whitepaper 

1.2 Strategic Relevance 

In 2018 the National Defense Strategy (NDS) shifted 

focus from strategic competition to US security. The 

NDS (Figure 2) priorities consisted of: 

• A more modern, lethal force leveraging new 

technology 

• Strengthen alliances: deepen interoperability 

• Reform: deliver at the speed of relevance, 

organize for innovation 

As such, the NDS reaffirms commitment to addressing 

peer adversary threats as defined by the JADC2 (Joint 

All-Domain Command & Control) Strategy formalized 

in 2021 as critical to NDS implementation. This commitment is centered around 

 

Figure 2: NDS Strategic Initiative 
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• Strategic Goals – Sense, Make Sense, Act 

with assurance, speed, and security 

• JADC2 implementation plan released late 

2021 

Additionally, Coalition partners are 

developing similar strategies 

• Interoperability with US is important to 

success in addressing threats 

• Security and sovereignty concerns drive a 

hierarchy of partners (AUKUS, FVEY, 

NATO) 

Similar to the JADC2 vision is Multi-Domain Operations (MDO), encompassing the seamless 

cooperation of armed forces across all domains: Space, Air, Land, Sea (and sub-Sea) and 

Cyberspace.  This is a capability to link together disparate networks across these domains, in 

other words, heterogeneous networking in which a network of disparate networks are 

coordinated in such a way as to act as a single, unified network.  The objective of heterogeneous 

networking is to create a unified battle space network that encompasses the communication 

capabilities of all the different services, connecting all sensors, platforms and users, in support of 

cross-domain maneuvers which requires coordination across domains. 

 

Figure 3: Muti-Domain / Cross-Domain Operations 

Consider this example of operational objectives enabled by Joint Multi-Domain Operations: 
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• The Joint Force competes to enable the defeat of an adversary’s operations to destabilize 

the region, deter the escalation of violence, and enable a rapid transition to armed 

conflict, if necessary 

• The Joint Force penetrates and dis-integrates enemy anti-access and area denial systems 

throughout the depth of the Support Areas to enable strategic and operational maneuver 

• The Joint Force exploits the resulting freedom of maneuver to achieve operational and 

strategic objectives through the defeat of the enemy in the Close and Deep Maneuver 

Areas 

• The Joint Force re-competes to consolidate gains and produce sustainable outcomes, set 

conditions for long-term deterrence, and adapt to the new security environment 

Concurrent with this strategy, there is an increased desire for open architecture solutions which 

provide the US and coalition partners with the ability to readily bring together platforms and 

communication technologies from a variety of providers into a unified system in support of the 

JADC2 / MDO goals. 
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2 Mission Need / Use Case 

2.1 NATO 

Federated Mission Networking (FMN) provides a framework to support NATO alliance and 

multinational operations in dynamic federated environments.  FMN focuses on the use of 

existing systems and standards to enable multinational troops to operate, communicate, and train 

together.  The following figure depicts FMN as land tactical wireless architecture with focus on 

the links in red. 

 

 

Figure 4: NATO Federated Mission Networking 

 

2.2 Mission Need / Use Case Summary 

Table 1 presents a summary of some services, programs, and strategic objectives that are actively 

seeking input related to capabilities and services similar to those offered by RAN. 

Table 1: Service / Program Influences 

Service Strategy / 

RFI 

CONOP/Objective 

NATO NCIA 
Data as service using both commercial and military waveforms, multi-

national radios 
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Service Strategy / 

RFI 

CONOP/Objective 

SG-264+ 
Build on Afghanistan Msn Network, to JME/FMN for coalition/partner, 

focused on CAOC/wired/ppl 

AFSC 
Align NATO comms/C2 strategy to USAF ABMS and FEYEs activity, 

AWACS replacement 

FMN Federated Mission Networking 

FEYEs 

Australia 

AIR6500 

Joint Air Battle Management System – system of systems connecting 

disparate Australian Defence Force systems and platforms across all 

domains 

Canada 

TacCom 
Tactical Communications Modernization Project 

UK 

Morpheus 

Program to deliver next generation tactical communications system to 

British Armed forces 

various Evaluating alternate distributed C2/C4ISR architectures and platforms 

Note: this Table is not an exhaustive list of all programs but is representative of the number of 

initiatives that highlights mission needs of resilient connectivity. 

The primary distinguishing characteristic of these mission scenarios is the need to exchange 

information across various networks. In some cases, time-sensitive sensor and control 

information of which requires immediate delivery and predictable bandwidth. In other cases, 

deterministic message delivery is needed. These systems also desire both military and 

commercial communication solutions. 
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3 RAN Reference Architecture 

The goal of the RAN solution is an autonomous heterogeneous networking convergence layer 

capability that coordinates and manages a wide range of Internet Protocol (IP) and non-IP traffic 

in order to facilitate MDO- or JADC2-like missions.  RAN simplifies the deployment of the 

latest networking solutions to maximize network effectiveness and seamlessly interface with 

Joint and Combined forces. The RAN convergence layer processing does the following: 

• Intelligently forwards packets to the links based on policy (map ingress packets to a 

particular link) 

• Maximizes resilience by understanding the various link capabilities such that data can be 

split, steered, and switched between the available links – much like how 5G splits, steers, 

and switches between the 5G network and available Wi-Fi networks 

• Manages traffic across the various security enclaves 

• Prioritizes data based on phase of the mission, mission objectives, availability, and even 

geographic location 

• Creates a common abstraction layer for all available tactical and commercial RF paths 

• Provides important service-based capabilities for associated user applications 

By combining these capabilities, the RAN solution provides resiliency, self-healing, link 

diversity, capacity management, and topology control, which brings a robust seamless 

networking capability to each tactical platform that supports multiple disparate networks. 

To that end, Collins partitioned the problem space into multiple layers of capabilities needed for 

heterogeneous networking.  This allows for refinement of the needs of each capability and 

service, as well as a common language in which to approach the problem.  Figure 5 illustrates 

this refinement into layers and their associated functions; these will be discussed in more detail 

in the sections below. 

 

 

Figure 5: RAN Framework Layer 
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Figure 6 presents the notional RAN architectural layout of these functions: 

  

Figure 6: RAN Reference Architecture by Framework Layer 

Note 1:  The shaded portion in the figure is the scope of RAN. 

Note 2:  The traffic flows (IP, Non-IP, Voice) depicted in this figure are notional rather than 

required; for example, one should not presume that Non-IP Traffic “must” always flow through 

Traffic Switching / Steering / Splitting. 

Note 3:  This figure depicts the RAN functions for Security Enclave 1.  The functions shown in 

Security Enclave 1 can be repeated in other security enclaves, bridged via the Security Module, 

thus allowing multiple MLS or MILS security enclaves. 

3.1 Services and Applications 

This framework layer represents the typical suite of applications and services which are designed 

to optimize capabilities and functionality for the connected battlespace.  These services generally 

represent the user interface into the network of networks. 

Table 2: RAN Services and Applications 

Function High-Level Description 

HMI Provides access to configuration/control of automated functions and 

services. 

Data Visualizer Displays data from the system/networks in a form easier to understand 

for administration of services. 

Host Mission 

Systems 

Includes local data pool for applications (out of scope of RAN) 

Voice Services Voice services provided by the user (partially out of scope of RAN) 
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3.2 Decide What Content to Move 

This framework layer determines and manages data subscriptions and content discovery.  That is, 

as information is received, how it is acted upon can depend on many parameters such as the 

operational phase of the mission, the age of the data, and the mission priorities.  Such parameters 

may increase or decrease the priority of the content or affect where it is to be sent. 

Table 3: RAN Decide What Content to Move 

Function High-Level Description 

Communication 

(Comms) Proxies 

Intermediary between a service requesting a resource and the provider.  

Instead of connecting directly to the provider, the proxies fulfill the 

service request. 

Content Aware 

Routing 

Establishes subscriptions for users, routes critical data based on a 

scoring of the data, and ensures stale data is not routed to end-users. 

Content Scoring / 

Aging / Priority 

Content Scoring: A method of queue management that creates transmit 

opportunities based on a number of parameters. 

Aging: A method of queue management that uses the age of the data to 

determine its disposition. 

Priority: A method of queue management that uses Mission Priorities 

to score transmit opportunities. 

 

3.3 Move Content Across Networks 

This framework layer represents the functions necessary to move the content itself across the 

network of networks – including quality of service (QOS), traffic shaping based on content, or 

data tags – as well as the translation of content into other message formats as needed to transmit 

the content across a different network service. 

Table 4: RAN Move Content Across Networks 

Function High-Level Description 

Content Classifier / 

QoS & Content 

Shaping / Policing 

Content Classifier: classifies data per policy 

QOS: resource reservation control 

Tagging: enables searching information in a data lake 

Content Shaping: guarantees performance and improve latency based 

on content 

Content Policing: enforces a content-based traffic policy 
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Function High-Level Description 

Message Translation 

/ Forwarding / 

Content Filtering 

Message Translation: Software and processing resources which parse 

traffic received over one datalink network and translate the data to 

different protocols and message formats, as necessary. 

Message Forwarding: Sends data received from one datalink network 

to one or more heterogenous datalink networks. 

Content Filtering: Filters traffic based on policies. 

 

3.4 Move Packets Across Networks 

In order to move content across networks, it is segmented into data packets to be transmitted on a 

given network.  The functionality in this framework layer includes standard IP routing of 

packets, along with packet steering, switching, and splitting to select the best network(s) for the 

best resiliency, reliability, and security to the packet’s destination. 

Table 5: RAN Move Packets Across Networks 

Function High-Level Description 

Routing / Route 

Metering 

Facilitates delivery of IP packets to the appropriate data link terminal 

for forwarding, and appropriately meters traffic flows to each link. 

Traffic Steering / 

Switching / Splitting 

Provides link aggregation for traffic steering, switching, and multi-

transmission splitting.  

 

3.5 Manage Networks 

This framework layer contains the functions to coordinate global policies and topology controls, 

and to alter underlying networks to maintain configurations as demanded by the services and 

applications.  For example, as individual nodes migrate locations, the Global Link Topology 

Control function stays aware of all the potential radio links for that node, so that other functions 

can use that information in seeking the best transport route. 

Furthermore, within a platform, the RAN oversees and coordinates the service selection and 

management, which implements a Primary / Alternate / Contingent / Emergency (PACE) plan.  

RAN then uses learning techniques and heuristics inferred from the data flows and monitors the 

health and status of the underlying services to select the optimal and resilient data path for 

transmission. 

Table 6: RAN Manage Networks 

Function High-Level Description 

Configuration 

Services 

Configuration service-oriented capability to maintain and deploy 

services; including initialization files based on mission needs. 

Policy Services / 

Rules Engine 

Orchestrates all activities such as resource allocations for individual 

data flows, aggregate data flows, PACE policies, etc. 
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Function High-Level Description 

Communication 

(Comms) Analyzers 

Operates on raw data for data reduction and to help make decisions 

related to comms management and services. 

Communication 

(Comms) Data Pool 

RAN communication data pool that allows for both structured and 

unstructured data feeds to be stored and accessed by the underlying 

RAN services and capabilities. 

Global Link 

Topology Control 

Capability that can forecast and control instance or instantiation of 

actual topology of underlying Data Link Terminal configurations and 

waveforms. 

IP / Local Topology 

Control 

Controls the forwarding of data in a network.  Supports routing 

protocols for IP networks.  Also used to generate the local topology 

routing tables of non-IP waveforms. 

 

3.6 Manage Equipment 

This framework layer holds the functions needed to provide unique control and status abstraction 

interfaces to individual links, providing the ability to control and request status of the underlying 

link / network equipment. 

Table 7: RAN Manage Equipment 

Function High-Level Description 

Master 

Communication 

(Comms) Control 

Manages individual link availability, capabilities, and reachability. 

Link Managers Controls each individual channel (or radio). 

 

3.7 Move Data Through RF Link / RF Network 

This framework layer represents the physical terminal, module, or radio that enables waveform 

services, including the physical receiver/transmitter and apertures. 

Table 8: RAN Move Data Through RF 

Function High-Level Description 

Communication 

(Comms) Equipment 

Equipment that receives and transmits traffic.  Can include a terminal, 

module, or cable, such as radios, receivers and transmitters, 

waveforms, apertures, or HPA/LNA diplexer.  (Out of scope of RAN) 

 

3.8 Secure Processing 

This framework layer supports the security functions necessary so that the RAN architecture 

supports a Multi-Level Security (MLS) or Multiple Independent Levels of Security (MILS) 
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capabilities, allowing information to be managed across several security domains using Cross-

Domain Solutions (CDS). 

Table 9: RAN Secure Processing 

Function High-Level Description 

Security Modules Can include a Cross Domain Solution, tunnels, and Encryption 

functions capable of managing keys, performing encryption / 

decryption and TRANSEC services.  (Out of scope of RAN) 
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4 Instantiations of RAN 

The RAN framework is a collection of software microservices, separate from the actual radio 

platform, which can be deployed and configured in a variety of ways based on the services and 

features desired, permitting a wide range of capabilities, services, and platforms utilizing the 

same building blocks to enable resilient networking.  This RAN framework thus provides 

flexibility and scalability to support the complexity of the user platform.  As well, this ability 

enables open architecture solutions should the customer desire. 

Furthermore, not all platforms require the same level of services.  Depending on the unit’s 

CONOPS and its current theater of operation, some platforms may be basic radios, some may 

only need to handle gateway functions or routing, while others play a role in aggregating data 

from numerous networks and providing intelligent autonomous handling of that data as it is 

received in real-time.  As shown in Figure 7, the RAN framework is applicable in many 

platforms and scenarios. 

 

  

Figure 7: RAN Instantiations 

 

• Figure 7(a) illustrates a heterogeneous multi-channel radio – or even a system of 

heterogeneous communication platforms – with embedded network processing.  The 

illustration depicts such a system without a message gateway, though of course that 

functionality could be enabled due to the flexibility of the RAN framework.   
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• Figure 7(b) illustrates the use of the RAN framework to instantiate a standalone Message 

Gateway service, using only a subset of the available microservices, separate from radio 

hardware.   

• Likewise, Figure 7(c) illustrates using a subset of RAN functions to populate a Network 

Processing LRU. 

• Finally, Figure 7(d) illustrates the use of the full suite of RAN microservices as a mission 

computing module with embedded networking processing. 

Thus, by deploying different sets of microservices from the RAN framework, this single 

architecture encompasses today’s needs for resilient heterogeneous networks. 
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5 Summary 

User applications, tactical radios, data links and commercial and military SATCOM terminals 

interface with the RAN, which intelligently coordinates data flow across disparate networks to 

ensure robust connectivity in a dynamic environment. 

The overall combination of the RAN capabilities provides resiliency, self-healing, link diversity, 

PACE capability, capacity management, and topology control, which brings a robust seamless 

networking capability to each tactical platform that supports multiple disparate networks.   

Furthermore, these capabilities are deployed as microservice software components that can be 

mixed and matched based on platform needs.  Example deployments include, but are not limited 

to the following examples: 

• Simple deployments for multi-channel tactical radios may provide the basic gateway and 

routing capabilities as an applique or mission module. 

• In complex deployments, such as larger platforms with more communications capability 

or in a TOC/NOC, the RAN microservices can be deployed on a battle management 

computer or mission computer. 

• In open architecture systems, the RAN capabilities can be deployed on a 3U slice with 

single-board computer.  

• Hardware instantiations for larger tactical and strategic platforms are yet another 

approach for adding the convergence layer processing of the Collins RAN solution. 

The flexibility of the RAN software microservice suite can enable a number of features and 

capabilities for today’s resilient, heterogeneous cross/multi-domain networking needs.  For 

example: 

• Allows immediate transmission when conditions permit based on QoS traffic 

prioritization and rules 

• Develops inferred heuristic data to normalize data flows across the various transport 

services 

• Maintains communication link stability by controlling the quantity of traffic offered to a 

particular service 

• Manages priority traffic  

• Eliminates complexity and traffic overhead associated with unnecessary over-the-air 

traffic through proxy services 

• Monitors and acts upon threshold settings when data path performance degrades or 

completely fails 

• Builds on a configurable management report agent that can record locally or 

communicate a status to external management monitoring services 

Collins Aerospace is willing to provide additional information on RAN and how it can 

effectively solve many of the multi-domain communication problems that military forces face 

today. 
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6 Acronyms and Definitions 

6.1 Acronyms 

Table 10 is a list of Acronyms used in this white paper. 

Table 10: List of Acronym and Definitions 

Acronym Definition 

A2AD Anti-Access / Area Denial 

AI/ML Artificial Intelligence / Machine Learning 

AJ Anti-Jam 

AUKUS Australia, United Kingdom, and the United States 

AUS Australia 

BLOS Beyond Line of Sight 

BMC2 Battle Management Command and Control 

C2 Command and Control 

C3I Command, Control, Communications & Intelligence 

C4ISR Command, Control, Communications and Computing plus 

Intelligence Surveillance and Reconnaissance 

C5ISR Command, Control, Computers, Communications, Cyber, Intelligence 

Surveillance and Reconnaissance 

CaaS Communication as a Service 

CAAS Common Avionics Architecture System 

CDS Cross Domain Solution 

CONOPS Concept of Operations 

COTS Commercial Off the Shelf 

FEYEs Five Eyes 

FIB Forwarding Information Base 

FVEY Five Eye 

GW Gateway 

IP Internet Protocol 

IP v4 Internet Protocol version 4 

IP v6 Internet Protocol version 6 

NATO North Atlantic Treaty Organization 

NCIA NATO Communications and Information Agency 
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NOTM Network on the Move 

PACE Primary, Alternate, Contingency, and Emergency 

QoS Quality of Service 

RAN Resilient Autonomous Networking 

RF Radio Frequency 

S/A Situational Awareness 

SDR Software Defined Radio 

SW Software 

TCP Transmission Control Protocol 

TRL Technology Readiness Level 

UDP User Datagram Protocol 

US United States 

VLF Very Low Frequency 

WB-HF Wide Band High Frequency 

WF Waveform 
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