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AGENDA

Questions and Comments are welcome at any time
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• Advanced heterogeneous networking (HetNet) technologies 

– U.S. JADC2 vision and NATO/Coalition MDO operations

• Heterogeneous connectivity needs

– Interoperability with robust and resilient decentralized communication networks

• Challenges specific to JADC2 and Joint MDO (JMDO)

– Stovepiped military networks → interoperability issues, fragility, bandwidth constraints

• Collins approach to resilient HetNet capabilities – The RAN Framework

– A suite of flexibly deployable microservices to enable network resilience

– Provides a Framework for cross-industry collaboration

– Enables tactical cloud services at the edge

• A close look at several technologies required to enable JADC2 and JMDO

Executive Overview
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RESILIENT AUTONOMOUS NETWORKING
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JADC2 = Joint All-Domain Command and Control

MDO = Multi-Domain Operations

RAN = Resilient Autonomous Networking
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JADC2 TENETS – FASTER KILL CHAIN

“The orchestration of military activities to deliver converging effects at the speed of relevance”

© 2023 Collins Aerospace. This document does not include any export controlled technical data.
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CONNECTING THE BATTLESPACE

© 2023 Collins Aerospace. This document does not include any export controlled technical data.
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Edge Reach – Enterprise/Cloud Reach
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 Resilient Access to Cloud Required

Tactical Air & Surface Operational C2 Nodes Strategic Ops Centers

Fighters/UAS/Weapons/

Surface Forces

C2 Nodes / 

Remote Operations Centers

Fixed Infrastructure & 

Operations Centers

Resilient Autonomous Networking Services

Enterprise Services / Cloud-based Services 

Foundation of hardware and 
software on which DoD’s C3 

data must reside

DoD is pushing Cloud/Enterprise Services to the Tactical Edge for JADC2
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Collins Tactical Cloud

CONNECTING CLOUD SERVICES AT THE EDGE
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Kubernetes-based  remote 
SW management at scale

Resilient Autonomous Networking Services Enables 
Tactical Cloud Processing Capabilities at the Edge

Reduce Latency
Scalable with Security

Cloudlet-3

Dynamic formation of 
multi-tiered “cloudlets”

(edge clusters)

Connectivity:
 Sensors to shooters

Resilient task 
management
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KEY REQUIREMENTS FOR RESILIENT 
AUTONOMOUS NETWORKING CAPABILITIES

© 2023 Collins Aerospace.  | Collins Aerospace Proprietary.  |  This document does not include any export controlled technical data.

• Multiple links

– Tactical & Commercial

– IP and non-IP

• Resiliency

– Utilize multiple available 

paths / links

– single best path available

– multiple simultaneous paths 

– multiple transmission of 

packet on different links

Network Convergence

• Utilize different link / network 

on mission phase or RF 

environment

– Comms denied or available

– pre-planned or ad hoc

– with or without user input

• Deliver content relevant on 

mission phase

– Identify & move content 

(content-aware routing)

– Score content 

Autonomy

• Unified view of nodes & 

capabilities

– Peer discovery/capabilities

– Overlay network

• Quality of Service

– across all links

– for Content

• Adapt traffic to link rate & 

format

• Unify link characteristics

– Manage link dynamics

– Provide current link state to 

drive decisions

Seamless Interoperability



COIN
COIN – Collins Optimized 

IP Networking

Collins

Intelligent

Gateway
Demonstrations

are available
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THE RAN FRAMEWORK

A Common Lexicon & Framework

• Flexible suite of layered microservices

• Optimized for edge processing

• Providing resilient connectivity

• Enables edge HetNet and Tac Cloud services

– Utilizing existing stove-piped networks

© 2023 Collins Aerospace. This document does not include any export controlled technical data.

• Multi-Enclave Framework Instantiation

• Scalable architecture for varying platform needs

• Multiple security levels

• Collins technologies  in the RAN framework:



Step 1:  
Bridging Disparate Networks
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GATEWAYS
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LRPF, CAS, Etc.    COP   Target Dissemination   Target ID

Strategic Sensing   Command and Control    Engagement   Effects Deployment 

Permissive / Benign Contested Highly Contested Exclusionary

GPS DegradedGPS Active

Legend:

• ABCS: Army Battle Command System

• AFAPD: Air Force Application Development Program

• AFATDS: Advanced Field Artillery Tactical Data System

• ASOC: Air Support Operations Center

• FBCB2: Force XXI Battle Command Brigade and Below 

• FOS: Forward Observer System

• ISR: Intelligence, surveillance, and reconnaissance

• JTAC: Joint Terminal Attack Controller

• SADL: Situational Awareness Data Link

• SIPRNET: The Secret Internet Protocol Router Network 

• TACP: Tactical Air Control Party

• TBMCS: Theater Battle Management Core Systems

• USAF JARN: Joint Air Request Net

• VMF: Variable Message Format
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GATEWAYS
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Collins Rosetta 
TM Technologies and Cross-Domain Guards – TRL9

• Messaging Gateway / Message Translator / Forwarding Services

• Modular, open architecture interfaces between mission system 

processors & data link hardware

– OMS gateway to legacy apps including Link-16

• Translates and forwards messages across 16+ Formats

– L16, VMF, CoT, JREAP-A/C, SADL, JARN et al.

• Demonstrated capabilities onboard: 

– KC-135, KC-46, CV-22, CH53G, Harrier GR9, AC-130, et al.

– Forwarding between L16, TTNT and MILSATCOM at VS-22

• Multiple Security Levels and Joint Coalition Support with with Cross-

Domain Solution (CDS) Technologies, such as SecureOne

• CDS available for: 

– Soldier – MicroCDS              Ground Guard Drawer         Airborne Tactical Guard

OMS = Open Mission Systems



• 5G ATSSS, RhinoNet, and Content forwarding

• Resilience is not just PACE:

– Intelligent Automatic PACE that works to maximize existing 

communications networks in degraded environments

• Commercial Technologies: 5G ATSSS (TRL9 but TRL5 for tactical)

• Military Technologies: Collins RhinoNet (TRL6)

– DARPA sponsored Network UP to bring resilience in tactical networking

• Resilience and scaling by reimagining the IP Networking

– Address using Content, not IP addresses (TRL 6)

– New paradigm – Information Centric Networking (ICN)

enables Content forwarding

Step 2: 
Providing Autonomous Resilience
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RESILIENCE
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SDN = Software Defined Networking

PACE = Primary, Alternate, Contingency, Emergency

ATSSS = Access Traffic Steering, Switching, & Splitting

OrSteering Link Adaption

AT-SSS

To / 

From
Switching Handoff

AndSplitting Resilience



• Open Standards – Leveraging COTS

– Reduce the cost of innovation

– Commercial approaches can be applied to Military domains

• 5G Technologies have addressed many of the same needs 

required to solve JADC2 and JMDO problems

– These technologies need to be evaluated for suitability at the 

tactical edge

– Free and Open-Source Software (FOSS) can provide a suitable 

baseline for modification and adaptation to tactical environments

• 5G ATSSS is an example of how link adaptation, handoff 

and resilience can be incorporated into tactical networks

Motivation for using Commercial Technologies to Enable Resilience
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5G ATSSS
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• RhinoNet is a novel solution for discovery, management, and bridging of 

multiple heterogenous networks in complex RF environments

• Separates Control and Data into different planes (using different links when 

possible)

– Send most-important messages on robust control link

– Enhances resilience/reliability by maintaining route availability

• Waveform and Radio-Independent Software Applique

– Works with several unmodified fielded waveforms

– Extensible Radio/Link Agent APIs, allowing Adaptation to new radios/waveforms 

with minimal integration

– Enables routing of IP data between disparate waveforms

– Provides flow control driven by spectrum sensing or waveform status

– Reinforcement learning to adapt link parameters and route metric calculations for 

Traffic Slicing

Motivation for RhinoNet to Improve Tactical Network Resilience

13

RHINONET

RhinoNet is Extensible and Fits into the RAN Framework

© 2023 Collins Aerospace. This document does not include any export controlled technical data.
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RHINONET: HIGH-LEVEL SERVICES

© 2023 Collins Aerospace. This document does not include any export controlled technical data.

Architecture • Facilitates 

Heterogeneous links 

• Abstracts Traffic Planes 

away from a Single 

Waveform

• Discovery using a 

Combination of Control & 

Data Plane Messaging

• Share Outage Statistics 

over Robust Control Plane

Discovery / 

Routing

• Track Link Outage Stats 

to Optimize Network

• Reinforcement Learning 

to help Characterize Link 

Capabilities

Link Analysis

• Flow Control Protocol to 

Opportunistically Transmit 

when Channel is Clear

• Foundation for making 

each Link more Reliable

Media Access 

Control
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• RhinoNet is extensible and provides mechanisms for resilient communications

– Uses a control link to aid in data plane network maintenance

– Extended to add resilience to other Heterogenous Networks and deployments

– Includes a learning engine for dynamic network routing and waveform 

optimization/adaptation

– Supports Traffic Slicing as a QoS over heterogeneous links

– Demonstrated capabilities (TRL 6) - Heterogenous links, Link Agility - Fast Reaction 

/ Re-Routing, Traffic Slicing

• 5G ATSSS implementations are currently under evaluation

– Initial lab demonstrations used to assess suitability for tactical environments

RHINONET AND ATSSS: SUMMARY
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A Future Step in Resilient Networking Technologies

INFORMATION CENTRIC 
NETWORKING (ICN)

© 2023 Collins Aerospace. This document does not include any export controlled technical data.

Content Request

Content

SDN = Software Defined Networking



• How Internet Protocol (IP) addressing works

– Point-to-point (A to/from B) routing

– Disruptions break connections between A and B

• Scalability of today’s IP networking

– Exponential increase in network traffic

• Explosion of devices (more addresses!)

• Multiple streams: Same content from the same address

– Massive shift to a publish/subscribe model

• Time to rethink the internet 

– Addressing by content rather than location

A Need to Think Differently
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PROBLEM STATEMENT

One Exabyte (EB) is equal to one billion gigabytes (GB)!!! 

© 2023 Collins Aerospace. This document does not include any export controlled technical data.

A
B

(source:  ITU-R M-2370-0, IMT Traffic Estimates for the Years 2020 to 2030)
M2M= Machine to Machine



• Consumers specify what content they want

– Addressing by content rather than location

– Routing focused on content not routing tables

• On-demand and publish-subscribe models

– Addresses current trends

• Caching content in the network

– Content delivery matters, not where that content resides

• ICN development activity:

– R&D from NSF, IETF working groups & RFCs, industry,  

academia, DoD, and customers

New Approach:  Receiver-Driven, Content-Requested
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TECHNOLOGY FOCUS AREA:  
INFORMATION CENTRIC NETWORKING

A modern content-delivery paradigm meeting tomorrow’s needs

© 2023 Collins Aerospace. This document does not include any export controlled technical data.

(source:  Named Data Networking Project, NSF funded)

NSF = National Science Foundation

IETF = Internet Engineering Task Force

RFC = Request for Comments from IETF

A Different Way Of Thinking



Named Data Networking (NDN) example
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INFORMATION CENTRIC NETWORKING

Information is retrieved by specifying content rather than location

© 2023 Collins Aerospace. This document does not include any export controlled technical data.
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• ICN supports RAN framework goals

– ICN can run as an overlay network or integrated into the RAN framework

• Manages routing complexities

– Network resiliency & Content management

– Direct applicability for JADC2

– Efficient, scalable, and robust

Advantages of ICN for Resilient Networking for JADC2
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ICN SUMMARY

© 2023 Collins Aerospace. This document does not include any export controlled technical data. FOSS = Free and Open-Source Software



• A collaborative framework defining seamless 

mobile HetNet technologies

– Positive customer/industry feedback

• Approaches to Resilience

– ITAR and Dual-use and NLR approaches being 

evaluated

• Thinking Differently!

– System-of-system solutions enabled with flexible 

RAN microservice architecture

– Supports Cloud-based infrastructure at the edge 

and SaaS approaches for deployment

Summary
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RESILIENT AUTONOMOUS NETWORKING

© 2023 Collins Aerospace. This document does not include any export controlled technical data.

Heterogeneous Networking
Enabled By RAN

SaaS = Software as a Service
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