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Export Notice

WARNING. This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C., Sec
2751 et seq.) or the Export Administration Act of 1979 (title 50, U.S.C., App 2401 et seq.) as amended Title 50, U.S.C., App 2401
et seq. Violation of these export laws are subject to severe criminal penalties. Disseminate in accordance with provisions of DoD
Directive 5230.25

Disclosure: This information is furnished upon the condition that it or knowledge of its possession will not be disclosed to
another nation, and that it will not be used for other than the military purpose for which it is being provided without specific
authority from the U.S. Department of the Navy; that individual or corporate proprietary rights contained within, whether
patented or not, will be respected; that the information will be provided the same degree of security afforded it by the U.S.
Department of Defense. Regardless of any declassification markings, this information may not be downgraded or declassified by
a foreign recipient without the written approval of the originating U.S. agency.

DISTRIBUTION STATEMENT D. Distribution authorized to the Department of Defense and U.S. and U.S. DOD Contractors only
(critical technology) (21 OCT 09). Other requests shall be referred to Program Executive Officer Tactical (PEO (T)), PMA 231,
47123 Buse Rd., Patuxent River, MD 20670-1547.

FALSE IMPRESSIONS STATEMENT: This brief contains references to U.S. Government military capabilities that may not be
authorized for release to foreign governments. Mention of these capabilities in no way implies that the U.S. Government will
release or consider release of them, or of any additional associated classified or unclassified information pertaining to them.

This brief may also contain references to U.S. Government future plans and projected system capabilities. Mention of these plans
or capabilities in no way guarantees that the U.S. Government will follow these plans or that any of the associated system
capabilities will be available or releasable to foreign governments.

Destruction Notice: CUI must be reviewed in accordance with DoD Instruction 5230.09 and DoD Instruction 5200.48 (March 6,
2020) prior to destruction. Destroy UNCLASSIFIED, CUI and Classified Documents in accordance to DoD Manual 5200.01, Volume
3 (Change 3 July 28, 2020), Enclosure 3, Paragraph 17-19."This document contains information that may be exempt from
mandatory disclosure under the Freedom of Information Act. /\/
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ARC-210 EVOLUTION

Standard VHF/UHF Communication Subsystem on Most U.S.
DOD Airborne Platforms

— Over 48,000 fielded ARC-210 subsystems on more than 180 different

platforms in 40 Nations -
15/98 1992 1998/2000

2004/2006 2011/2014 2018

% 5
RT-1556 RT-1747D * RT-1794(C) RT-1851(C) Warrior®  RT-1939/RT-1939A(C) Gen5 % RT-2036(C) Gens
* 30-400 MHz * All RT-1556 * AllRT-1556 « All RT-1851A(C) « All RT-1990A
* Have Quick functions functions * Al RT__1824 functions functions
. ; * DAMA SATCOM functions * Programmable Crypto
* Link 11 . DAMAMB
* SINCGARS * Embedded « 30.941 MHz
RT-1556A * Link 47 COMSEC Standards * CNR (188-220D)
* Standard 70 MHz * CNR (188-220C) * DAMA IW « Abili host JPALS
* 8.33 khz interface M * FM Immunity flity to host
R RT-1824(C) * SATURN
- L3
RT-1556B « AllRT.1791 RT-1851A(C)
* AMLV functions . f.ll rg-1351
ili unctions
Capability * Updated COMSEC . 30.512 MHz RT-1990/RT-1990A(C) kK
* Updated Link 4A . « Al RT-1939(C) functions
* Land Mobile

* RS Ethernet incorp into 17

VGV

* Out of Production
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Gen5A/Gen6 Capabilities

941 MHz

400 MHz I
318 MHz

UHF
(U)PRESETS »
(V) 25 Single Channel SATCOM

(U) 25 ECCM
(U) 10 DAMA SATCOM
(U) 5 half-duplex

(U) FREQUENCY RANGE

(U) VHF 30-88 MHz Close Air Support

(U) VHF 108-118 MHz Navigation (Rcv only)
(U) VHF 118-137 MHz Air Traffic Control
(U) VHF 137-156 MHz Land Mobile

(U) VHF 156-174 MHz Maritime

(U) UHF 225-512 MHz

(U) UHF 800-941 MHz

HAVEQUICKI/II
SATURN

244 MHz
243.0 MHz

(U//FOUO)EMBEDDED COMSEC Guard oy s —
(U//[FOUO) TRANSEC KGV-10 174 MHz i
(U//[EOUQO) KY-58 156.8 MHz AM/FM
(U//[FOUO) (ANDVT/LPC-10e/MELP) Guard 156 Mz
!U//FOUO’ KG'84C 156 MHz

AM/FM

(U//FOUO) KGV-11
(U//[FOUO) NSA Modern Encryption 136 MHz

(U)GENERAL ATTRIBUTES 136 ”"\)'
(U) IBIT — Initiated Built-in-Test 1215 itz quare

Over 100 discrete tests

>959% fault detection/isolation 88 MHz
(U) CBIT — Continuous BIT

Real-time monitoring of critical

functions . I:] AV@A 1 R
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Gen5A Planned Capability Roadmap

FY20 FY21 FY22 FY23 FY24 FY25 FY26
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4
A A
RT-1990A Outof
Production

FY?22 Production Release v007

FY?24 Production Release v008

ECP-072 ; SO W A
i
1
<> NSA Cert !
AWI - Phase 2
)  atc NSA Modern Encryption, SINCGARS 3.1.1, SATURN ed.4,

ik Collins ;
Release ECP-074 <>O * A

PMA209 i

TP2 I

A
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Gen6 Planned Capability Roadmap

FY20 FY21 FY22 FY23 FY24 FY25 FY26
1l 2|3(alr|23laf|r|2]|3|a|l2|2|3|4a4|1]|2|3]a]|21|2]3]a|l1]2|3]4
j ||
Production f !
1
. 1
FY22 Production Release (v004) [
1
ECP-070 ® o

I 1

AWI Phase 1 IAWI Phase 2 NSA Modern Encryption, SINCGARS 3.1.1
<> NSA Cert | SATURN ed.4, (p/o v005)
I
) amc i
I
Collins -
Release : ___________________________________________
PMA209 : i Notional FY25 Production Release (v005) |
P2 ' ECP-073 OO % A
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AWI Phase 2 Implementation

e GenbA
— V009 OFP — est availability is December 2026

e Genb
— V005 OFP — est. availability is December 2025
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AR-1500

e A Non-COMSEC Gen6
— Form, Fit with ARC-210 Family

— SDR Architecture

— Capabilities

HAVE QUICK/HAVE QUICK II

TALON I and II

SATURN

Scan (four channel)

LOS: AM voice/data, FM voice/data
ATC (8.33 kHz and 25 kHz channels)
Public Safety IAW TIA-603-C

— Future Growth
e Link 22 (FF and EPM)
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AR-1500 Software Roadmap

—

AR-1500 Cv2020 Cy2021 CY2022 CY2023 CY2024
Qi Q2 Qa3 Q4 Qi Q2 as Q4 Qi1 Q2 a3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Qa3 Q4
s elm[almli[i]a]s|o[n]pla]e[mlalm] s ]s]a]s{o[n]p[i]ema[m[s]a]a]s]o]n][D]s]e[m a]m] 1 [s]a]s[o]n]D]s]E]Mmam]s]s]a]s]o]n]D

Software v003 o

Software v004 <>

Software vO05 <>

Software v006 9

S\.}c{;ﬂr\;z;e Date Waveforms

v003 Dec 2020 SATURN ed 3 Overlay
v004 Oct 2021 Have Quick Overlay
v005 Dec 2022 TALON, AES-256, L-22 FF, SATURN Ed4 (basic)
v006 Dec 2024 L-22 EPM, SATURN Ed4 Expanded
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A5A2 A5A1

INFOSEC

Gen5A/Gen6 Physical Configuration

>
~

POWER SUPPLY

>

RECEIVER/EXCITER
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Main Power (J6)

Black 1553B
Addresses (J-2)

>
N

A1A2  A1AL Black 1553B (J5)

Bus Data

Main Receiver (J4)
Above 512 MHz

POWER AMPLIFIER

Main Receiver (J1)
30 -512 MHz

Aux Receiver (J3)
30-400 MHz

Red 1553B (J8)

Red 1553B (J7) Addresses

Bus Data
Ethernet (J7 26-30)
Red Bus Data

NAVAZA IR
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ARC-210 SYSTEM COMPONENTS /=

NAVAZAIR
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Radio Initialization Key Split (RIKS) /==

Modern reprogrammable crypto devices will have some type of
protection for critical software

RT-1990A/RT-2036 has an electronic key — RIKS, that will have to

be loaded into the radio upon installation into the aircraft in order
to “unlock” the critical software (similar to a Windows password

on your computer)

RIKS short title is AEAD M12381. It is a secret key available via
COMSEC account.

The RIKS is not a KEK or TEK. A Secret RIKS loaded into an RT-
1990A/RT-2036 DOES NOT make it a Secret Radio. The Radio
remains UNCLASSIFIED CCI even with the RIKS loaded

A
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Requirement for Special Battery

Software Defined equipment will require batteries
hold-up critical software.

RT-1939A/1990A and RT-2036 radios MUST be shipped with batteries

Temperature
— Tadiran TLH-5955/S rated for operation from -55°C to 125°C

— Thermal modeling indicates +100°C within battery compartment is possible (above the
boiling point of water)

Longevity

— Maintenance Plan reflects a 18-month battery life

— Shelf life: Service (Manufacturing) date on battery must be within 5 years for installation

— CBIT and IBIT will also provide feedback with regards to battery life

13
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Battery Replacement

Batteries MUST be removed one at a time!

 Remove/replace the exposed battery
« Slide Cover
« Remove/replace second exposed battery

« Blacken out the battery installation label year
(YY) and month (MM) with a permanent
marker.

WARNING: Simultaneous removal of both batteries WILL RESULT in the
“bricking” of the radio. This requires a mandatory return to the OEM for
software reload and may incur cost to your program

NOTE: Turn-in letter must accompany the radio sent for repair and
clearly state the reason for a “bricked” R/T

A
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CONTROLLED CRYPTOGRAPHIC ITEM (CCI)

« Cryptographic Processing Equipment
« CCls Are Unclassified But Controlled
— Accountable By Serial Number
ldentified By CCI Label
— Legacy Equipment Reflect Classification
« Confidential
* Secret
* Top Secret
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